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) MESSAGE FROM THE COMMISSION  (

he Cenwral Vigilance Commission continues to promote integrity, transparency, and accountabilicy in
T governance through initiatives focused on preventive and systemic vigilance. In this direction, a Workshop
on “Digital Initiatives for Increasing Transparency in Governance” was organised on the occasion of

the Commission’s Foundation Day.

The workshop brought together Chief Vigilance Officers and Chief Technology Officers of Central Government
Departments and Central Public Sector Enterprises as well as leading experts from the private sector. The workshop
was also webcast live and viewed online by more than 1600 participants. [t served as a platform to deliberate on the
growing role of digital rechnologies in strengthening governance and vigilance administration.

The discussions highlighted the evolution of vigilance from a predominantly punitive approach to a preventive,
participative, and increasingly predictive framework. With the adoption of digital platforms, data analytics, and
automation, organisations are now better positioned to move from reactive detection to proactive risk identification
and mitigation. The participants shared insights on a range of digital initiatives, including real-time project monitoring
systems, analytics driven fraud detection in financial systems, digital asset management & predictive maintenance
frameworks, and citizen centric service delivery p]ﬂ.tfm‘m.s. The deliberadons Emphasi.scd that while technology is 2
powerful enabler, its effectiveness depends on strong governance frameworks, data integrity, cybersecurity, and
capacity building. The digital systems must remain aligned with the principles of fairness, transparency, and ethical

EOVCrnance.

This special edition of Figeye Fami reflects the Commission’s continued commitment towards encouraging
innovation in vigilanee administration. The insights emerging from the workshop reaffirm thar digital technologies are
not merely tools of efficiency but strategic enablers in building transparent, accountable, and citizen centric governance
systems. A key takeaway from the workshop is the need to institutionalise and scale up such digital initiatives across
organisations. By embedding vigilance into systems and processes, organisations can reduce discretion, strengthen
internal controls, and foster a culrure of integrity and accountabiliry.

The Commission encourages all organisations to adupt these learnings and leverage technology resp::unsibl)r to
srrzngthzn preventive vigilance. The furure of vigilance lies in hamcssing digital technuh:rgiea with ethical intent -
transformingitintoa proactive and predicrive function thatenhances ransparency, accountability, and public trust.

(G

(Praveen Vashista)
Vigilance Commissioner

(Praveen Kumar Srivastava)
Central Vigilance Commissioner
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L)  MESSAGE FROM THE SECRETARY

heworkshop on “Digital Initiatives for Increasing Transparency in Governance” marks an important
step in our continued efforts to strengthen integrity, accountability and transparency in vigilance

administration. A key focus of the Commission has been to move beyond the punitive approach to vigilance;
and instead emphasize on preventive vigilance through systemic improvements and process reforms. In this contexr,
technology has emerged as a critical enabler. By reducing manual intervention, minimizing discretion, and enhaneing
transparency in service delivery, digital initiatives are playing a transformative role in strengthening governance

frameworks across organizations.

The Commission has, in recent years, undertaken several initiatives to promote this transformation. Workshops were
conducted in 2024 on “Leveraging Technology for Increasing Transparency in Governance” and “Digital Initiatives to
Prevent Banking, Financial Services and Insurance Frawds,” as also a workshop during the Vigilance Awareness Week
2025 on “Ardficial Intelligence and Emerging Technologies for Ethical Governance”. These provided valuable
Pl:;.tﬁjnns for knowledge sharing and collaboradon in these areas. As part of the current initative, Ministries,
Depm‘tmcnt& Banks and Financial Institutions were invited to share derails of digital initiatives aimed ar improving
transparency and governance. These initiatives were evaluated on parameters such as innovation, impact, and
scalability, and the selected best practices were identified for presentation during the workshop.

The workshop provided a valuable platform for learning, engagement and exchange of ideas. These deliberations are
expected to provide practical insights into how technology can be leveraged o strengthen systems and reduce
vulnerabilities.

This special edition of Figeye Fanf presents the core insights from the workshop, along with contributions from
participating experts. [ encourage all organisations to adopt and adapt to these learnings, leveraging technology
responsibly to strengthen preventive vigilance mechanisms. By doing so, governance systems can evolve to become
more resilient, responsive, and trusted by the public. I also convey my sincere appreciation to the team led by Shri Ashok
Kumar and Shri Kapil Deo Narayan, CTEs at the Commission, for their dedicated efforts in compiling and publishing

W:jﬂ'l
(Trishaljit Sethi)

Secretary, CVC

thisedition of Figeye Fani.
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> FROM THE EDITOR’S DESK 3

I am pleased to present this special edition of the Commission’s newsletter Vigeye Fand, which encapsulates

the presentations, interactions, and key takeaways from the workshop on “Digital Initiatives for
Increasing Transparency in Governance”. The newslerter provides valuable insights into the innovative
usc of technology and highlights opportunities for organizations to strengthen governance through digital

transformation.

As part of the initiatives undertaken by the Commission, organizadons were invited to submit details of digital
initiatives aimed at enhancing transparency and governance. The response was highly encouraging, with around 130

entries received from various organizations.

‘These entries were evaluated by the Group Coordinators on parameters such as innovation, impact, and scalability. [
extend my sincere appreciation to Sh. Shiv Pal Singh, CVO, BHEL; Sh. Himanshu Jain, CVO, SECL; Sh. Pradeep
Kumar, CVO, IRCTC; and Sh. Ajay Sahani, CVO, IREDA,; for cuunﬁnal‘ing with respective organizations and for

sclccting thebestinitiatives for presentations during the worksh op.

I convey my graticude to all pardcipatng organizations, particulatly the speakers, for effectively showeasing their digital
initiatives and sharing valuable experiences and insights. [ extend special thanks to Sh. Raghvendra Kumar, CVO,
Punjab National Bank and his team members for their valuable support in successfully organizing the workshop, and

publication of this newsleteer.

My heartfelt appreciation also goes to the members of the editorial team and the rapporteurs for their dedicated efforts

in compiling and shaping this edition of Figeye Fani.

[ hope this edition of Figeye Fani, highlighting the digital initiatives demonstrated during the workshop, will

encourage organizations to effectively leverage technology and emerging digital tools to strengthen their vigilance

Bl

(Ashok Kumar)
Chisf Technical Examiner

frameworks,
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OMMISSION

he Central Vigilance Commission has been of the
view that vigilance should norbe confined to only

T

preventive vigilance. This can be achieved by systemic

punitive actions, instead the focus should shifr to

improvements [/ strengthening systems and procedures,
automation through migrating manual processes to digital
platforms to reduce human interface, early warning
mechanisms to spot ted flags, reducing discretion, and
incressing transparency and accountability, It is in this

context that technology plays the role of an enabler.

The Commission has been encouraging leveraging of
technology for ethical governance. The Commission had
previously conducted two workshops in 2024 on “Leveraging
Technology for Increasing Transparency in Governance” and
on “Digital Inidatives to prevent Banking, Financial Services

and Tnsurance Frands”, During Vigilance Awareness Week

2023, a warkshop was organized on “Artificial Intelligence
and Emerging Technologies for Ethical Governance™. In
contnuation of the same line of thought, the Commission
organised a workshop on “Digital Initiatives for increasing
Transparency in Governance” on 11th February 2026. The
workshop brought together the Chief Vigilance Officers and
Chief Technology Officers of Central Government
Departments and Central Public Sector Enterprises as wellas
leading experts from the different sectors. The workshop was
also webcast live and viewed online by more than 1600

participants.

The workshop was organised in four sessions. The in-house
digital initiatives undertaken by seventeen organisations were
showcased for probable adoption across the organisations.
Sesslon-] focussed on digicel initiatives in project

management, Session-I1 deliberated on banking fraud
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preventon and risk management, Session-III discussed on
assel management and p:ediu:tive mainrenance. Session-IV
showeased effective public service delivery through digiral

initatves.

Session-I: Digital Initiatives in Projcct
Management

Session-I focussed on digital initiatives in project
management, The session revolved around
transformation of organisations by digitisation and
increased transparency in governance.

Sh. Amandeep Garg, IAS, Additional Secretary,
Ministry of Environment, Forest & Climate Change
provided an overview of “PARIVESH 2.0 portal to
streamline environmental approva’s through asingle window
online platform integrating Environmental Clearance, Forest
Clearance, Wildlife Clearance and Coastal Regulation Zone
clearance. He kighlighted how digitisation has eransformed
the regulatory ecosystemn by enabling paperless processing,
improved transparency, faster decision making and enhanced
monitoring of environmental safeguards. The portal
supports project proponents, regulators and expert
committees through automared workflows, GIS-based

analysisand real time dashboards.

Sh. 8. Lakshmi Narayanan, DGM, Corporate Centre,
B&FIC, L&T highlighted the digital transformation
initiatives of Larsen 8 Toubro(L&T) in project management
coveting project stages from tendering o execution. He
discussed on adoption of integrated digital platforms to
enable real dme moniroring, improved efhiciency and data
driven decision making across large infrastructure projects of
L&T. He explained char the initiatives aim to move from
manual menitoring to monitoddng from a centralised digieal
ecosystem covering the entire project life cycle 1o strengthen
transparency and accountability

Ms. Shroti Bajaj, Senior Manager (CSR), Indian Oil
Corporation Limited (IOCL) pressnted the digital
monitoring system developed by IOCL to manage and
monitor its large porrfolio of Corporate Social

Responsibility (CSR) initiatives, She highlighted that being
one of India’s leading energy organisations, IOCL manages
hundreds of CSE projects across the country using this
centralised digital platform for efficient monitoring and
reporting, She explained the radonale of developing 4 CSR
dashboard to improve visibility, ensure regulatory
compliance and track the social impact of projects

undertaken by the organisation.

Ms. Vinita Singh, GM (Projects), Steel Authority of
India Limited (SAIL) showcased the Digital Project
Managemenr Solution (DPMS) implemented by SAIL to
transform project monitoring and execution. She explained
that DPMS i an integrated digital pladform to manage
projects from concept o completion, She highlighted thae
this digital system aims to enhance transparency, improve
coordination among stakeholders and enable real time
monitoring of physical and financial project progress. She
presented that through DPMS, SATL can monitor both
macro and micro project indicators, enabling cimely
identification of delays and cotrective actions. She also
presented thar che use of geo-tagged photographs and digital
documentarion improves progress tracking and reduces the

risk of misinformation.

Sh. Saikat Bhowal, GGM, Digital Technology Solutions,
Engineers India Limived (EIL) presented an Al-based cost
estimation tool by EIL. He explained thar the tool leverages
historice] project data and machine learning algorithms to
produce faster and accurare cost estimates in comparison w
traditional cost estimarion methods which were often time
consuming. He highlighted that the initiative demonstrares
how artificial intelligence can support engineering
organisations in improving bidding strategies and project
planning.

Session-1I: Banking Fraud Prevention & Risk
Management

Session-IT brought together senior banking experts who
presented on banking frands, cyber frauds, moncy
males, mobile induced frauds, etc. The vardous modus



eperandi of frauds (Digital Arrest Frand, APK File
Frand, Investment Frand) and also their prevention

were discussed in detail,

5h. Baldev Prakash, DMD & CRO, State Bank of India
(SBI) presented that banking frauds pose financial risk,
systemic risk and reputadonal risk. He explained the
increasing scale, complexicy and digital nature of frauds. He
stressed that public trust and accountability are critical for
banks, He explained that technology is a strategic enabler of
banking governance. He also talked abour the key frand risk

areas and pro-active rislk management using digital approach.

Sh. Manish Agrawal, Semior Executive Vice President,
HDFC highlighted the evolving landscape of cyber frands
which shows that frauds are not confined o a single methad
but take divesse forms, often adapting to new technologies
and user behaviour. He explained that the increase in interner
usage with lower awareness on financial risk leads to such
frands. He also explained thar frandsters take advantage of
human emotions o defraud the customers by inducing fear
or greed. He emphasized the need o strengthen onboarding
process and customer awareness using data analytics. He
highlighted “Vigll Aunty”, a citizen awareness campalgn on

various social media platforms.

Sh. Sanjeevan Nikhar, CGM & CCO, Punjab National
Bank (PNB) preseneed that growth of digital transactions in
India has led ro a corresponding rise in cyber enabled frauds
with approximarely 75% cyber frauds pertaining vo mobile
induced frauds. He explained thar scamumers have shifred
from hacking systems to hacking people and 80% of cyber
frauds involve Social Engineering. He further explained che
risk mitigation measurzs of PNB by onboarding on DPIP
(Digital Payments Ineelligence Platform) of Reserve Bank of
India whick enables idenrification of suspected customers
based on hashed value of Personal Identifiable Information
(PIT) like Aadhar, etc. He also explained the strategic
collaboration of PNB with Department of
Telecommunication (DoT) for Mobile Mumber Revocation
List (MNRL), Fraud Risk Integrator (FRI) and Mobile
Number Verification Service (MNVS).

VIGEYE VANI

Session-III: Asset Management & Predictive
Maintenance

Session-TIT discussed on use of Al / ML to modernize
inspection and maintenance of assets, The session
presented improved operational reliability using
intelligent predictive maintenance system. The session
also addressed the challenges of managing operations at
a scale where manual monitoving becowmnes impossible,
leading to inefficiency.

Sh. Himanshu Jain, CVO, South Eastern Coalfields
Limired (SECL} explained the digital overkaul in SECL
mines using DigiCOAL inidative, which was launched to
address the challengss of managing operations on a large
scale. He explained the implementation of Integrated
Command & Conrrol Centre for 24x7 real-rime monitoring
of mining machines spread over a vast area. He also
highlighted the fuel management system which isa shift from
manual records ta an auromated syscem featuring fuel dip
sensors, geofenced parking and GPS enabled Quick Response
Team vehicles. He further explained digitalization of
thousands of land record files into a searchable darabase to

streamline land MAanagement and compensatlun.

Ms. Resmi Devasia, DGM Technology (Retail), Bharat
Petroleum Corporation Limited (BPCL) explained the
Integrated Risk Informarion System (IRIS) which serves as
the digital nerve centre for BPCL, providing comprehensive
visibility and real-time rnonitoring across 2 massive supply
chain network. She further explained that the system is
designed to integrate safety, security and operational
efficiency rhrough interconnected intelligence for
continuous 24x7 oversight of recail outers and ranker lorries
fromacentralized control centie.

Sh. P. Sampath Kumar, GM, BHEL-GE Gas Turbine
Services Ltd discussed Remore Monitoring and THagnostics
(RM&D), which is an advanced approach used for asser
management of gas turbines, He explained that the
traditiznal monitoring systems rely on fixed alarm set points

and only respond after a fault has occurred leading to delayed
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maintenance actions, higher repair costs and increased
downrime of equipment, whereas RM&D provides a

proactive and data-driven solution.

Sh. Mahendra Enmar Kaloria, Sr. DGM, Power Grid
Corporation of India Limited (PGCIL) discussed on PG-
AMEBIT, an in-house digital platform developed by PGCIL.
He explained that the system uses Al / ML based image
processing to modernize inspecdon and maintenancs of
transmission towers. He furcher explained that chis initative
aims to replace traditional manual patrolling — which
requires extensive manpower — with an automated Al-driven
inspection system. He also explained that by analysing drone
and ground inspection iimages, the system improves defect
idenrificarion, reduces human error and enhances reliabilicy

of transmission infrastructure,

Dir. Vishwesh Jatala, Assistant Professor, Computer
Science & Engineering, IIT Bhilai presented a
collaborative research initiative berween 11T Bhilai and Bhilai
Steel Plantof SATL aimed atimproving operational reliabiliry
in the Bar and Rod Mill (BRM). He explained thac che
intelligent predictive maintenance system integrates
multivardate sensor dara analytics with video analydes to
detect early signs of equipment failures and cobble events
which are industrial events where hot metal rods deviate from
the rolling path resulting in considerable production
downtime epsting appraximately Rs. 15 lakh per hour. The
initiative aims to shift maintenance practices from reactive
troubleshooting o a pro-active Al-driven monitoring
framework that enhances efficiency, safery and productiviry.

Session-IV: Effective Public Service Delivery
through Digital Initiatives

Apart from the digital initiatives demonstrated by
varfous organisations in Sessions- I, I & [TL, the Session-
AV also witnessed demonstration of some move initiatives
on public service delivery like building plan approvals, e-
Pantry Services, comprebensive software platform for
real-time flood fovecasting & risk management and wse
af Al for a comprebensive defense systen in telecon sector,

Ms. Manju Paul, Commissioner (Planning), Delhi
Development Authority (DDA) highlighred Single
Window Online Building Plan Approval System (OBPAS)
developed in DDA, She explained thar the systemn aims to
create a fully integrated digital plattorm through which
applicants and architects can submit, track and obtain
building plan approvals and related No Objection
Certificates (NOCs) from multiple departments through a
single invecface. She further explained thar the objective is w
strengthen system robusmess, improve user experience and
align the approval process with the provisions of Unified
Building Bye-Laws (UBBL), 2016 and Ease of Doing Business
guidelines of the government.

Sh. Pradeep Kumar, CVO, IRCTC presented e-Pantry
Service, a technology driven initlarive designed in-house
through which passengers of Mail and Express teaing with
pantry cars can pre-book their meals at the tme of tcker
booking or later through the IRCTC account. A Dashboard
is used for monitoring delivery status and generating reports
for making payments to Vendaors,

Ms. Manjusha Mishra, GM (Civil), National
Hydroelectric Power Corporation (NHPC) presenced
that a comprehensive software platform “e-Aabhas” has been
designed by NHPC for real-time flood forccasting and risk
management. She explained that as mandated by the Ministry
of Power, this is a "one of its kind" system which represents a
transformative leap in transparency and disastes preparedness
for protecting downstream cornmunicies and national assets.
She highlighred thar the system has been adopted by other

hydropower organizationsalsa.
4

5h. Samjeev Knmar Sharma, DDG (Digital Intelligence
Unit), Department of Telecommunication (DoT)
presented that the digital revolution has transformed India
into a connected nation which has also opened new frontiers
for cybercriminals, thus posing challengss for citizens. e
cxplained chat these challenges demand citizen
empowerment, stakeholder collaboration and use of Al fora
comprehensive defense system. He Farcher explained thar
DoT, being a technology guardian, deploys cutting-edge
solutions to protect millions of maobile users from

sophisticated fake digital arrests to elaborate phishing scams



through spoofed calls for imbibing trust in the digital frauds through Sanchar Saathi and Financial Fraud Risk
ecosystem. He also discussed Jan Bhagidari fighting cyber Indicator (FRI)as afrand prevenrion tool.

Conclusion and Key Takeaways

The warkshop concluded with re-affirmation that use of digital initiatives can strengthen systems and procedures of
organisations. The digital pla:ﬁ:-rms can reduce human interface, enable early warning mechanisms to spot red ﬂs.gs,
reduce discredonand increase wransparency and accouncabilicy.

Let us remember that digieal systems must always be aligned witk the prineiples of fairness, transparency and integricy.
While digitalisation offers enormous promise, i must be accompanied by robust safepuards, strong oversight and
continuous capacicy building sothat systems inspire confidence and uphold public truse,

Togecher, let us explore how digital inidatives can become nocmerely instruments nFEiEcienc}r,butstrnLegin: enablersin
out collective endeavour vo build a more transparent, accountableand efhicient governance ecosystermn,

The workshop successfully facilitated the organisations for knowledge sharing and capacity building. The
Cominission look forward for replicating by organisations the digital initiatives demonstrated in the workshop as well
asencouraging developmentand adoption of new digital iniriatives,
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PARIVESH 2.0

Sh. Amandeep Garg, IAS

Additional Secretary
Ministry of Environment, Forest & Climate Change

Prior to 2014, submission and processing of applications
relating to Environment, Forest, Wildlife and Coasrtal

Regularion Zone (CRZ) clearances were done through

offline mode. Applicatons were subinitted in physical form
and processed through muldple offices, resulting in limired
visibility of application status, dependence on manual record
keeping, and significant scope for delays. The absence of a
unified system meant that traceability of applicarions, time-
bound monicoring and instimudonal sccouneability were

difbiculero enfores in a consistenr imanner.

In line with the Government’s vision on e-governanee, for the
first time individual webpages were rolled out by the Ministry
in 2014 facilitating the online submission of clearance
applicadon. While this marked an important shift from a
purely offtine system, the processing of proposals continued
to remain fragmented, with no single pladform providing

end-to-end solution,

A major reform initiative was undertaken in 2018 with the
launch of the PARIVESH portal {Pro-Active and Responsive
facilitation by Interactive, Virtuous and Environmental

PARIVESH - JOURNEY

Lammchy of PAEIEAM 10

Mot ot of PARIVESH o1 State /U7 Level

Systemic reforms, paired with the technological leap provided by PARIVESH 2.0 and reinforced by policy improvements,
have culminated in a seamless, paperless clearance mechanism that delivers expeditious green clearances.,




_ge‘é VIGEYE VANI
_'&3 6‘.”

_

M
G:._P\- G'.E'D

=) w

Single Window Hub). PARIVESH was launched by the
Hon’ble Prime Minister on 10 August 2018, with the vision
of establishing a single-window digital platform for
Environment, Forest, Wildlife and CRZ clesrances.
Subsequently, in the Year 2019, PARTVESH was rolled out
covering both Central and State-level authoritics and

establishing a nationwide framework for digiral processing of
greenclearances.

Over ime, PARIVESH has undergone continuous
refinement to align with evolving starutory provisions, policy
reforms and user requirements. The platform ensured
continuity of clearance services even during the COVID-1%
period, when physical movement and in-person interactions
were severely constrained., This phase demonstrated the
robustness of the system and its ability to suppore essental

regulatory functions under challenging condirions,

To further enhance user experience on PARIVESH and align
the placform with modern web application standards, the
Ministry, from 2022 onwards, expanded the scope and
capabilities of the existing PARIVESH pladform, leading to
the evoludon of PARIVESH 2.0 by leveraging advanced
digital rechnologies. PARTVESH 2.0 introduced a fully
integrated and paperless workflow, covering the entire
lifecycle of a clearance proposal. Applications are now
submitted online by project proponents and appraised and
processed digiczlly by the regulatory auchorities through
system-defined workflows. Interactions between proponents
and aurhorities, preparation of agendas and recording of
Minures of Meetings are all carred owt within the system.
Final clearance lecters are issued digitally and made available
for download through rhe portal, ensuring uniformiry and

auchenticity.

Project Proponent Engagcment

Through PARTVESH 2.0, 2 massive exercise has been carried
out in Government Process Re-engineerng (GPR) at every
stage, As part of this exercise, the following key features and
enhancements have been introduced:

* Know Your Customer (Entity Validation): Users
register through PAN/CIN, ensuring authenticity via
APL-based integration with N5SDL and the Ministry of
Corporare Affairs.

* Know Your Approval: As guiding tool, KYA helps
stakeholders to understand project location proximity and
agsess tentative clearances applicable to the proposed
project,

* Decision Sapport System: GIS-based D55 provides
insights into enviconmental sensitivity around project
lacarions, aiding informed decision-making by the Expere
Committees and Regularory Authorities.

* Common Application Form (CAF): Minimizes
repetitve efforts, ensuring a single version of wruth across
allapplicable clearances.

* End-to-End Ounline Processing: Complete automarion
of clearance processes, including agenda and minutes
generation, ensures e-goverance.

* Analytical Reports: Data Analytics module aids in
analysing dara as per the Ministry's reguirements.

* Compliance & Monitoring: Auromarion of submission
of six-monthly compliance report.

* Consultant Management: AP[-based integraton wich
QCI & NABET ensures accredited consultanc
arganizations prepare ELA/EMP reports.

Project proponent Engagement: Continuous & Transparent

(| (O
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[mpar.:t accountability through standardized workflows, time-

stamped actions, and role-based access controls. Following
PARIVESH 2.0 serves as a single source of truch for all

the adoption of unified digital workflows, the average
clearance-related information, replacing Fmgmenued records

timeline for grant of Environmental Clearance has reduced
and parallel processes, while strengthening transparency and from 129 daysin 2021 to 62 daysin 2025,

ENVIRONMENT : Average Time Reduction in Approval Process

('] A0H davs

Number of EC Granted and Average Time Taken (in davs)
(FY 2020-21 (o FY 2025-26 till 31 DEC 2025) at the Central level
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Case Study

Several projects demonsrrared the efficiency of the system. Theszinclude the following:

* Coal Mining Project in Jharkhand (Rs. 900 Crore): Environmental clearance was granted in 50 days.

Coal Mining Project

~Z900 Crore project of Coal Mine (1500 Ha) in Jharkhand. Approved in 50 Days

Speedy Clearance: EC granted in just 50 days 1 L
Energy Security: Coal output expected to increase by ~20 MTPA, reducing need of import
Support to Industry: Ensures stready fuel supply for power and steel plants

lobs: Generates direct and indirect employment in mining, transport and allied sector

Regional Growth: Boosts economic activity in the region improving social economic status z
of the habitants '

Cost Efficienty: Faster approval reduces financial costs and speeds up revenue flows h
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* Highway Projectin Andhra Pradesh (Rs, 3500 Crore): Environmental elearance was grantedin 35 days.

Road Project

A ~%3500 Crore Highway Project Andhra Pradesh. Approved in 35 days

Speedy Clearance: Clearance granted in 35 days, accelerating project start

Betrer Connectivity: 108 km highway improves access between districts :
Trade and Logistic: Freight enhances efficiency and strengthens industrial :

corridors.

Jobs: Generates substantial direct and Indirect employment during

construction and operational phase.

Regional Growth: Boosts regional development and industrial investment in
' Andhra Pradesh.

!
]
I
i

up benefits for citizens.,

* Hydro Power Projectin Maharashtra (Rs, 5500 Crore): Environmencal clearancewas granted in 50 days,

;Spud\r Clearance: Faster Approval: Clearance in 50 days.
ensuring timely project start.

: Energy Security: Beneficial in mesting the peaking requirement

' of energy during evening/night in the beneficiary state. ‘7 = ( \\\\v

| Renewable Energy & Reducing Emissions : Supports clean

s 7 A

Cost Efficiency: Swift approval reduces funding delays, carrying

I gnergy goals by reducing reliance on fossil fuel plants. y \ &"

. . A d
i ) . -

| Jobs: Generates substantial direct and indirect employment | —'—'v_,j Ty .

i during construction and operational phase, .L....‘f.._..-._.—:/“ i f f ._-'m_.“u"_
| I y s Y N @ e T =y

| Infrastructure  Devélopment : |mprovements In local . ,/’ K | 3 ;" H)
, infrastructure: roads to connect the sites, bridges, access roads, | { T o -

possibly upgraded water supply, communications. LS }'r ot bl
i %

costs & speeds up benefits for citizens.




Conclusion

The suceessful adoption of PARIVESH 2.0 has been supported by sustained capacicy-building efforts. As the portal
continues to be enhanced with new modules and functionalities, perindic training and handhelding are provided to
ensurs effective utilisacion. A dedicated helpdesk has also been established to address user queries and technical issuesin

atimely manner,

The transformation brought about by PARIVESH and ics successor PARIVESH 2.0, has ensured that development
projects proceed with robust environmental safeguards, contributing to sustainable development by reducing the time
taken for clearances, streamlining processes, and enhancing transparency and accountability at every stage.
PARIVESH today represents a mature e-Governance platform thar aligns regulavory efficiency with the principles of
transparency, accountabiliry and sustainable development.

&b

PARIVESH

HARNESSING DIGITAL GOVERNANCE FOR A
GREENER TOMORROW

% & G
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Sh. 8. Lakshmi Narayanan
DGM. Corporats Centre, B&FIC, LT

he construction industry today stands ar a
T defining motnent - where traditional engineering
excellence converges with powerful digital
technologies 1o build 2 smarrer, safer and more
productive future. For an organization that has evalved over
eight decades - from manufacruring dairy equipment to
contributng to [ndia’s space missions - the digital journey is
not merely an adaptation but a natural progression of its
legacy of Imagineering. With a global presence in 30+
countries, 2 revenue foorprine exceeding 330 billion, and a
worlkforce of more than 575,000, the scale of operations
demands a new paradigm of cfficiency, intelligence, and
sustainabilicy.

The Industry Landscape:
Challenges Fueling Change

Construction industry - Challenges & Opportunities ?&-;"r L T

Opporfunities

Chaollenges
Corean Foctorint @

[ -
winblieE L

Conshuction Mok n
Wosiopes

I - -

Construction sites across the world grapple with complex and
pemsistent challenges: shortage of skilled manpower, low
producrivicy, marerial wastage, inconsistent quality, and the
perennial risks of time and cost overruns. At the same dme,
global imperatives such as catbon footprint reduction and
sustainakle construction practices call for dramatic
improvements in planning, exscution and maonitoring.
Against this backdrop, digital technologies - Ardificial
[nrelligence (Al), robetics, analytics, auromarion, and
Internet of Things (IeT) - are no longer optional
enhancements bur the fundamental wols shaping the next
generation of project delivery.

The Evolution: From Manual

Processes to Intelligent Systems

Steps Towards Digital Transformation 'EB' S Coni—
el R g i
L iyt

Torramis 151 alinemayn. Frdin
WO WD T

-
Dastaand

1 o i,
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The digital transformarion journey in project management

has unfolded in well defined phases. The initial focus was to
shift From manual workflows to digical systems of record,
ensuring structured data capture across engineering,
procurcment, and sitc operations. As maturity increased,
dashboards, mobile applications, and visualization platforms
enabled real time reporting and seamlessinformartion flow.

Today, the ecosystem is anchored in intelligence - leveraging
predictive a.n:;.l],rtlcs, prescriprive insights, and interconnecred
digital systems. Integration of sensors, ToT gateways, BIM,
aurommared reporting, and Al based analysis enables decision
makers to foresee risks, optimize resources, and improve

quality with unprecedented accuracy.
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Some of the Digital Solutions in Action: Transforming Every Value Chain

1. Workforce Management

One of the most complex components of any
construction project is workforce handling. Digiral
platforms now screamline worker inducdion, daily
artendance, competency checks, and on site movement.
With more than 3.5 million workers onboarded and
300,000 workers connected daily, the system provides
unmatched transparency and control. Additionally,
“uberizadon" of workmen deployment enables agile

Manpower allocation acrossactivities and sites.

2, IoT Connected Equipment Ecosystein

Modemn sites deploy thousands of assets - cranes, batching
plants, generators, and heavy machinery, [oT
connectiviry ensures live tracking of equipment health,
reliability, producrivity, and even specific fuel
consumption, Over 15,000 machines across 350 asset
families are digitally connected, enabling remote

&,

diagnestics, benchmarking, and edge based compuring

For quicksiteinterventions.
Safety Throngh Technology

Safety remains paramount, Digital inspection apps allow
seamless recording of EHS compliance, while vision based
AT systems support detection of hazardous situations -
crowding, unsafe postures, vehicular risks, and real time
aleres. With 500,000+ EHS records submitted monthly
and 18,000+ preventve alerts, data driven safety has
shifted from reactive to proactive.

Integrated Material Management

End to end visibility of marerials, from procurement oo
consumption, mitdgates wastage and stock discrepancies.
Mobile apps enable real dme materdal wracking across
warehouses, remote stockyards, and project sites. More
than 1.5 million material units have been digitally ragged,
ensuring precision in plmning_., consumption, and
reconciliadon.




RMC g
I

_i @ & = VIGEYE VANI
_%a “d“ﬂ

5. Quality Management Digitized
Quality processes, traditionally paper heavy, are now
streamlined through low-cade / no code placforms. Over
200,000 qualiey data records and 17 quality modules
deliver a standardized, transparent, and anditable gualicy

framework across 4004 projects.
6. Geospatial Intelligence

Geolatabank provides 2 unified space fot spadal damsets
- toposheets, resource maps, and site intelligence - used
from pre bid stages to construction execution. With
thousands of sparial datasets, geosparial intelligence
enhances planning accuracy, rowte optimization, and rigk

agiefiment.
7. Visual Analytics and Planning

Centralized project kubs offer real dme visibility into
work progress, schedules, compliance, and risks. Visual
analydes help project leaders make data-driven decisions,
forecasting delays or bottdenecks well in advance.

8. Designand Engineering Automation

More than &0 in house vools and 30 external rools
integrate into powerful design management systems -
standardizing drawings, automating design workflows,
and enabling seamless document control across

engineering Leams,

Unified Project Management-
Integrated Project Management

Systems: The Connected Digit:ll
Ecosystem

At the heart of the transformaton is the Unified Project
Management Dashboard, a single window that connscs
BIM models, planning tools, safety systems, quality

platfarms, procurement engines, and contract

administration frameworks. Tools such as BEXELS for BIM,
iShield for safery, EDMS for design management, and
integrated procurement solutions deliver a connected,

duplication-free digital experience.

This unified placform feeds into L&T Data One Lake and
L&T Eye analjtics, ensuring a single source of truth for all
stakeholders across planning, execudon, engineering, CRM,
and corporate systems.

Looking Ahead: 2026 and Beyond

The digital roadmap envisions accelerated adoption of AL/
ML, advanced compurer vision, robarics, integrared logistics
management, and sustainable antomated solutions. Furure
value chains will be built around ineelligenc aptimization,
predictive modeling, and autonomous operatons redeﬁning

productivicy benchmarks for che eprire indusery,

Conclusion

Digital transformation in project management is far more
than the adoption of new tools, [tis a strategic reinvention of
how construction is envisioned, planned, execured,
monitored, and optimized. By integrating systems, digitzing
value chains, and harnessing real-rime intelligence, the
industry is poised to deliver faster, safer, greener, and more
cost-efhicient infrastructure for the world,. With a strong
foundation already laid, the coming years will only accelerats
this remarkable journey toward a digitally empowered
construction ecogystem. Digital rransformarion is not abour
technology alone, it is about re imagining construction,
redefining reliability, and empowering our people. L&T has
aliways built the nation and now building the furure of project

Ianagement.

— e
_
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CSR Dashboard

IndianQil's Corporate Social
Responsibility Framework

Ms. Shruti Bajaj
Senior Manager (CSR), IOCL

About Indian Oil Corporation Limited

Indian Qi Corporation Limited {Indian®il), 2 "Maharatna”
Public Sector Enterprise under the Ministry of Petroleum
and Natural Gas, stands as India's largest commercial
enterprise and a Fortune Global 500 company. Wich a
formidable presence across the entire hydrocarbon value
chain, IndianOil recorded a revenue from operations of T8 45
lakh crore in FY 2024-25, reflecting the scale of its integrated
operations across refining, pipelines, marketing,
petrochemicalsand gas.

Legacy and Commitment

[ndianOil's commitment o Corporate Social Pesponsibility
predates the legislative mandate under Secdon 135 of the
Companies Act, 2013, representing a lega.q,' of Community
partnership spanning several decades. Over the past 11 years
since C3R legislation, IndianOil has invested $3,912.93 crore
in CSR initiatives, exceeding its mandared budger of
T3.642.55 croTe demnnstmti.n.g unwWavering commitment to
social development.

For FY 2024-25, IndianOil undertook more than 850 CSR
projects across various thrust areas with a rotal expenditure of
T583.03 crore, achieving 100% CSR budget wtilization for the
tighth consecutive year. Notably, ¥365.20 crore (63% of total
CSR. expenditure) was allocated to thematic areas of Health
and Nutriton and PM Internship Scheme, aligning with
Department of Public Enterprises (DPE) guidelines. The
corporation’s CSR. inidatives span across vatious thruse areas
viz: Healtheare and Sanitation, Education and Employment-
enhancing Vocational Skills, Safe Drinking Warer and
Protection of Water Resources, Rural Development,
Environment Sustairability, Empowerment of Women, and
Support to Socially and Economically Backward Groups.
These interventions have positively impacted over 25 million

lives during the past decade.

Bicture 1; Thaining of gpirds at Amam Ol Scheol of Nersing.
Diighod wndew CER fritiative of Tnedian Ol
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The Challenge: Need for Digital

Transformation in CSR. Governance

DECENTRALIZED OPERATIONS

Decentralized Operations and Monitoring Complexicy

Indian(il's exrensive peographical foorpring encompasses 32
operational units distribured across diverse states and
divisions throughout India, each independently managing
CSR aceivities within their respective jurisdictions. This
decentralized operational model, while enabling localized
responsiveness to comrnunity needs, presented significant
challenges in consolidated performance monitoring,
reporting, and governance,

DEFEAGMENTATION CENTRALIZATION

Limitations of Legacy Data Management Systemns

Prior to digital intervention, CSK data compilation and
reporting relied predominantly on Excel-based formats
distributed across multiple units. This fragmented approach
created several operational impediments:

1. Data Pragmentation: Project informartion scattered
across multiple Excel files maintained by different units,

creating datasilos

2. Compilation Inefficiency: Manuval consclidation of
dara from 32 units resulted in tme-intensive processes

and delayed reporting cycles

3. Limited Real-time Visibility: Absence of centralized
ACCEess pre.'.'ented TinlEl}f monitoring of project

implementation and fund urilizadon

4. Inconsistent Reporting Standards: Variations in data
formats and reporting practices across units
compromised data quality and comparability

5. Restricted Analytical Capability: Dificulty in
generating comprehensive unit-wise, state-wise, district-
wise, and thrustarea-wise analyrical reports

6. Media Docamentation Challenges: Inadequate and

inefficient mechanisms for systematic storage and

retrieval of project photographs and media clippings

=]

Enowledge Sharing Barricrs: Limited visibility across
divisions hindered cross-learning and replicacion of
successful intervention models

These systemie challenges necessieated a technology-enabled
solution to transform CSR governance, enhance
accountability, and enable dara-driven decision-making for
optimized social impact,

The Solution: IndianQil's

Centralized CSR. Dashboard
System Architecture and Design Philosophy

IndianQil CSE. Dashboard represents a strategic digiral
iniriative designed to address the governance challenges
inkerent in managing decentralized CSR operations at scale,
Developed as a web-based centralized platform, the
dashboard embodies principles of transparency, accessibilicy,
periodic monitoring, and comprehensive reporting;
fundamental tenets that align with the vision of leveraging
technulug}r to prevent ine.fﬁcien-:}' and enhance

organ izariomnal governance,

_




Core Technical Features
and Capabilities

1. Centralized Data Repository: The dashboard

functions as a unified digital repository capuring
comprehensive project data from all 32 operational units

across Indiz. This centralized architectese ensures:

+ Single source of information for all CSR project

information
* Elimination of dataredundancy and inconsistencies
* Standardized data capture protocols across unies

* Secure clowd-based dara seo rage with appropriate access

controls

+ Version control and audivirail mechanisms
. Multimedia Documentation Management:

T S

MULTIMEDIA B

DOCUMENTATION g, _11.#

CENTRAL
REPOSITORY

Be

PERIODIC UPDATE
MECHANISM

Feecognizing the iinportance of visual documentation in
validating project implementadion and communicy
impacr, the dashboard incorporates robust muldmedia

managsment capabilities:

* Seamless upload functionality for project photographs
and media clippings

* Organized storage linked to specific projects and

locations

* Quick retrieval meckanisms for impact storyeelling and

verification

* Support for multiple image formars with compression

GPT_ilniZ."{tlDR
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5. Periodic Update Mechanism

Starting the praject with
key inputs

ﬂ Financianl Detoils

Budget allocation/re-approgriation
& ependiture tracking

|

B Liscaoni i & Beneficiar

Capture location & beneficiary details

1

(@) Assel & Utilities

Enter infrastrecture & utility details

&

O Documeniaiion

MAC/Admin Appeoval/ Mol
Wiork Order/Paymenis/ LICs
st handower et

) I

-

ﬂ Prasjisct Caosmgalast s

Agset handover & final

phwsical & financial dosure

The system enables designated CSR officialsaceach uniceo

perlodically update project details through vser-friendly

interfaces, ensuring;

= Role-based access control for dara encry and
modification

= DReal-time datasynchronization across the pladerm

= Progressive tracking of project inilestones and fund
utilization

* Workflow-based approval mechanisms for data
validation

= Auntomared reminders and notifications for dmely
updates (under development)

4, Multi-dimensional Reporting and Analytics

The dashboard’s advanced reporting engine generares
comprehensive analytical reports across muleiple

dimensions:
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Report Category

Unic-wise Reports

State-wise Reports

Capabilities
Consolidared view of CSR
activities, expenditure, and
beneficiary reach for cach
operational unit

. Aggregared CSR investment and

impact metrics at state lewel for
policyalighment

Districe-wise Beports

Granular visibility of CSR
interventions at districe level,
including Aspirational Districts
COVET2gE

‘Thrust Arca-wise
Feports

Thematic analysis of
investments across Healtheare,
Education, Water, Environment,

Rural Development, etc.

Financial Reports

Beneficiary Reports

Budget allocadon, expenditure
tracking, and utilization
percentages with drill-down
capabilides

(Quantitative and gualitacive
metrics on community reach and
demaographic distribution

Table 1 Malti-dimensional Rmf C'd;m.hff!’jrs :_‘rf SR Dashbogrd

_

5, Enhanced Cross-Divisional Visibility

The dashbeard democratizes access to CSR. project(s)

information across the organization, Enah]lng:

* Officers across divisions to view CSR projects

implemented by other units

* Identification of best practices and innovative

intervention models

* Facilitation of knowledge exchange and collaborative

learning

* Prevention of duplication of efforts in similar

geographical areas

= Promotion of standardization in high-impact

intervencion scracegics

Technical Architecture and

Security Framework

The CSB. Dashboard is buile on modern web technologies

ensuring scalability, security, and performance:

Platform Architecture: Web application with

responsive design for browser acoess

Database Management: Relational darabase with
normalized schema for efficient data storage and retrieval

(Oracle}

Security Protocols: Muldi-layered security including
SSL enciyption, role-based access coneral (RBAC), and
auditlogeing

Integration Capabilities: AFTs for potential integration
with financial managementsystems, ERT.

User Interface Design: Inrnitive dashboard design with
data visualization using chares and graphs

Backup and Recovery: Auromated backup schedules
with disaster recovery protocols



Web application

accessed [Jilt‘[l!.',ll

browsers

It is hosted in
[OCL. data

Developed in
MV .net

framework.

environment

It 15 1n house

developed.

Accessible within
[OCL network

center, windows Deeeails

Uses Oracle
database.
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Impact and Benefits

I'ransformation in CSR Governance

Operational Lificiency
and Data Integrity

[ Reduced Ri POrtirE Tpils
Consolidation of reports from 32

units reduced from weeks to instant

report generation with penodic updates

Standardized data entry protocols

'y Enhanced Data Qualit
Automated processes replaced

manual compliation, freeing
resources for stratepic activitios \:j

lmiprowe Comph
| @

Systernatic docurnentation r%
| ensures adherence to regulatory

“—  reporting requirements

Data Standardization F i

eliminated inconsistencies
and improved accuracy y

1w Decision-

and Resource Optimization

{&} Evidence-based Planning

Data-driven insights inform future
CSR strategy and thrust area prionitization

2 Resource Allocation

Visibilty nto expenditure patterns
enables optimizred budget allocation

across units and themes

@ Gap Analysis
Idermification of undersorved

SEEITENTS

geographical areas and beneficiary Q

©) Impact Assessment

Quantitative and Qualitative metrics
facilitate evaluation of project outcomes

and community reach
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=y Performance and

Accountability Enhancement

Audit Trail
Complete documentation of 3
project lifecycle from approval
to completion

[f] Budget vs. Expenditure Monitoring

. Real-time visibility into fund utilization

-Elgﬂil"ISt allocated bUdEEtE o

Q Performance Monitoring 4,/ ..-;'
Periodic tracking of project milestones
prevents delays

Knowledge Management

and Organizational Learning

Best Practice Documentation
Successful intervention models accessible

tor ease of replication _ (__:, 'JQ
&a Cross-learning Platform

Visibility into diverse project approaches

fosters innovation and adaptation
4ua Capacity Building

Documented learings support training
of new CSR personnel

Conclusion and Future Roadmap

The IndianOil CSR. Dashboard represents a paradigm
shift from fragmented, manual CSR data management to
an integrared, technology-enabled governance system. By
addressing the challenges of decentralized operations
through digital innovation, the pla:ﬁ:;m'L has enhanced
operatlonal efficiency. strengthened accountabilicy
mechanisms, and enabled data-driven decision-making for
maximized social impact.

This initiative demonstrates how large enterprises can
leverage digital technologies to transform governance

processes, aligning with national priorities for e-

4 &

EEMIHDER‘S GIS&
MOBILE PREDICTN'E AUTHENTICITY
HﬂTlFl'ElTlﬂH CAPTURE ANALYTICS VERIFICATION

ra

goverenance and digitalizarion. The dashboard's successin
consolidating information from 32 geographically
dispersed units Into a unified platform offers valuable
lessons for other large organizations managing
decentralized social initiatives,

As IndianOil continues to scale its CSR operations, having
touched over 25 million lives and invested nearly 4,000
crore over the past decade, the dashboard will evolve as a
strategic asser for planning, monitoring, and amplifying
communiry impact. Future enhancements may include
mobile applications for field-level data caprure, integration
with geographic information systems (GIS) for spatial
analysis, artificial intelligence-enabled insights for
INteryention ﬂpl:imizaﬁon, EXECLLLIVE S MATY generat'mn
for reporting of impact, timestamping and geolacation
metadara for auchenticity verification of media files ece.

In an era where data-driven governance and transparency
are paramount, Indian0il C5R Dashboard stands as a
testamnent to the power of digital transformation in
strengthening corporate social responsibilicy frameworks
and enhancing standards of governance,
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Ms. Vinita Singh
GM (Projects), SAIL

Introduction

Effective Project Management is the backbone of successful
project outcomes. Continuously tracking & assessing
progress to ensure alignment with project objectives,
reducing risks and optimising resources isn’t just a besc

practice— it’s astrategic tool thatenables growdhand success.

Digital Project Management Solution (DPMS) is an online
platform that has been implemented to streamline the projece
management process across SAIL, This

organization's specific requirements viz. flow of data from
project site(s) to authorized users with customized
tdashhoards and appropriate interfaces for monitoring with
3D model, L-2 schedules, graphs & chares etc. The system wil!
also enable data storage and record keeping of construction
time dara linked to 3D model including status of work, test
reports, dam sheets, other document ete. The system will
ensure data integrity and centralized information
management, fostering collaboration across all SATL unirs
and project sites.

Salient features of I'T System

* DPMS is on the n-Pulse plarform from Bentley Systerns,
with M/s Mansycom Consultants Pvr, Led. as the
implementation partner.

* System is hosted on the AWS cloud, providing secure,
scalable, and 24x7 accessible digiral projece management
capabilities over theinternet,

* One of the key strengths of this solution is its ease of
accessibility. End wsers can operate the system via any
standard PC or laprop with a stable internet connection
;mdama.instremopera.tings].rsmn.

* No proprietary hardware or on-

implemeneation represents 2 major
milestone in SAIL's digital
managed

rransformarion journey, Dﬁering real-
titne project moritoring, streamlined

‘ ‘ What gets measured, gets

— Peter F Drucker

premise infrastructyre is 1'Equired -
asers simply log in through a web
browser to access dashboards, reports,
documentation, and approval

approval cycles, enhanced transparency,
and improved documentation control.
DPMS empowers teams to collaborate effectively, make data-
driven decisions, and significantly improve project execution
Eﬁidencyar_rnsm the enrerprise.

It is a comprehensive platform thar assists projecr officials in
planning, execurion, monitoring, and reporting of projects.
The DPMS placform has been configured for enabling a fully
integrated and seamless workflow, tailored to che

, workflows.

The architecture ensures secure data
fow, role-based access control and seamless interoperability
across SAIL's digital ecosystem,

Salient features of DPMS

DPMS sereamlines workflows from conceprualizaton to
project closure, delivering real-time monitoring, enhanced
transparency and improved collaboration across all
stakeholders,
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It has been divided into five modulesincluding pre-tendering
activities, tendering activities, post award acdvities, Digital
Dashboard & Reporting and closure activities. This makes
the system a single source of truth for all project related
information ensuring data consistency, accuracy &
organisation wide accessibility.

iv. Module 4 — Closure Activities
v. Module5 - Digital Dashboard

Witk use of Application Programming Interfaces [API),
DPMS has been integrated with existing svstems to

autoraatcally exchange data and tigger actions. This has

enabled unified workflow and
[ Moddel 5|  Modde? | Modled 3|  Medded |  MedieS | reduced the need to switch
Pre-tendering activties || Tulhm'qkmies Stage 1 and ot | (ot Digital between differenct
wptn Stage 1 Approval {miPR0) 1| hward Activities Adtivities Duarshbward applications.
Initlation and Agpeosal of PRAFQ B | Stage ] Approvil Material Unifoem Daskonard . — :
P (iarician Price W Arounting —- Integration with mjPRO:
FiL TS, CE fram the Evaluation, Onder Design & Dielay Prosect progress For rendering activities,
Freamser Placement | il Aralysis mon|taring SAIL Ras adapred e-
WRWW:I ngineering a I
Stage | Progossl and | =oo | Ondering Pﬂ'fm;“ Gaarantee Automated tendering solution for
al#f
Approl Supply :m w:::: which DPMS has been
|
Exprusion km;ru fxciity integrated with e-
”""'"'“‘""! Coaue Provision fot eteqration Procurement Module of M-
Lommissioning with 50 medeling Junction(mjPRO).

i. Module 1 — Pre-Tendering Activities up to Stage 1
approval

iil. Module 2 — Tendering Acdvides, finalisation of -1
biddar (mjPRO).

itl. Module 3 - Stage 2 approval, Award of contrace and Post
Award activitics

* Integration with Eleceronic
Drawing and Document Management System (EDDMS):
For transfer of approved drawings from existing EDDMS
of CET {in —house consultant of SAIL) to DPMS.

= Integradon with SAP: Purchase Order (P0) will be created
in SAIL's existing SAP ERP system. The dara and
approvals of PO in SAP ER Psystem will flow to DPMS.




Impact & Benefits

Implementation of DPMS will anromarte varions ProCesses

from eonceptuzelization to elogure; will erack the progress of
projects and act as a central reposivory of various documents
created duringa project life cycle.

The systemn will display macro and micro level details related
to the project in 2 convenient & easy to use format and as per
roles & authorizations granted to the users. Following

benefitsare expected from the implementation o DPMS:

* Beal-Time Visibility: Interactive dashboards provide
project KPIs at macro and micro levels, enabling data-
driven decisions and proactive issue resolution

= User fiendly graphic interface for review of physical /
financial progress

* Provision of uploading geo-tagged and time stamped
photographs

* Interfaces with 3D models & L-2 schedules. Enables
storage of construction time data linked to 3D models

* Enhanced Collaboration: Stakeholders across units
access a common platform, facilirating seamless
cornmunication and improved team eo-ordination

* Centralized Repository: Project documents &
informadon stored in a single locadon throughout the
lifecycle, serving as comprehensive archives post-
completion

* Transparency & Accountability: Regular monitoring
promotes transparency, keeps teams aligned with project
goalsand holds them accouncable for deliverables

* Provision of Hindrance register / Delay analysis through
the system

___aw@,‘—
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* Mappingof project tdmelines witk provision of escalation

The above outcomes shall help in strengthening project
management with effective monitoring & analysis along with
facilitating SAIL management in taking proactive decisions.

Way Forward

DPMS has been implemented in SAIL in August 2024, Witk
optimum utilisation of 2ll fearures available in the system and
continual improvementwith use oflatest technology, theaim
is to move towards-

* Process Automation: Transidon from manual detaen try
to autornated capture of procsss dam

* Enhanced Reporting: Develop railared repores meeting
specific stakeholder requirements

= Financial Integration: Enabls Annuel Plan prepacadon
with seam'ess CAPEX dara flow from SAP o DPMS for
comprehensive budger management

* 4D BIM Simulation: Integrare 3D models with erection
schedules, creating 4D simulations for project
visualization

* E-Measurement: Digital measurement systems for work
performed, streamlining billing processes and ensuring
accurats progress tracking

* IT Team Engagement: Strengthen internal [T team
involvemenr in DPMS maintenance, building
institutional knowledge and reducing dependency on
external partners

With the right tools, discipline & mind-set, delivering
projects on dme and under budger should not feel like 2 anee-
in-a-lifetime achievement — it can become the default mode of

operation,
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Sh. Saikat Bhowal
GGM, Digital Technology Solutions, EIL

Challenges of Cost Estimation

Cost prediction in engineering procurement remains
inherently complex due to wide design variability and che
limited availability of comparable historical data. Traditional
estimation methods are largely manual, time-consuming, and
heavily dependent on the skill and experience of the
estimaror, Accurare estimation often requires analysis of
extensive datasets, which can exceed human capability when

parameters and data volumes grow large.

Additionally, uncertainties in bidding, such as fluctuating
market conditions, risk perceptions, and bidder strategies -

further cmnplin:ate accurace cost fnreu:asning.

While conventiona! cost estimation tools are widely used,
they are primarily suited for early-stage estimares where
achieving high sccuracy is generally not possible due to high
uncertainey and limited information. Achieving
procurement-grade accuracy requires calibration with
internal cost data and vendor inputs. These challenges
highlight the need for a dara-driven, explainable, ML -based

costestimation selution.

Motivation

Costestimation is integral o procurement across all projects.
Although commercial tools support preliminary estimates,
they require organizadon-specific calibraclon for higher
fidelity outputs.

Recognizing this need, EIL developed an Al-based cost
estimation application to generate rapid, rational, and data-
driven cost predictions. The solution has been developed in-
house by the Digital Technu[ng:a Solurions Division,
leveraging domain expertise in engineering and cost
estimation, historical project data, and ardficial intelligence
capabilities. Al-based cost estimation was identified as a
strategic use cast within Supply Chain Management tw
enhanceefficiency and reliability.

Concept of Al-Based Cost Estimation

Ardificial Intelligence is well svited for cost estimadon
applicarions, as ir can identify cost drivers, decect parterns in

large datasets, and generate rapid outputs.

The model leverages historical procurement dara and
technical specifications. Economic indices such as the
Whaolesale Price Index (WFI) and Consumer Price Index
(CPT} are incorporamed to escalate past awarded costs and
align estimares with prevailing market trends.

Critical cost-influsncing parameters are identified in
consultation with Subject Macter Experts (SMEs), ensuring
domain knowledge isembedded within the ATframework.

Pilot Case-Pressure Vessels

Pressure vessels were selected as the pilot case for model
development. The objective was to build 2 machine learning
madel capable of assisting cost engineers in estimating vessel
prices based on technical requirements and other relevant

information wich reasonable accuracy.

_



Theselection wasdriven by several factors:

* Pressure vessels are cngineered in-house by EIL.
Procurement of pressure vessels in EIL projects is for
Engmeemd vessels. Accordingly, there is no variation

berween bidders depending on theirengis:eeri ng.
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* A substantal internal database isavailable.

* Approximately 200-300 vessels are procured annually,
making estimation effort-incensive and impactful.

Methodology

The AI development process began with domain
understanding to identify cost components such as vessel
weight, matedal of construction and shell thickness, Key
parameters were finalized through Subject Matter Experts

(SMEs) inpursand validated through dataanalytics.

The process included mode] development, verification, and
deployment. Model performance is continuously monitored

with periodic retraining and tuning using new project data,

FROM PROBLEM FRAMING TO CONTINUOUS OPTIMIZATION

N
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Figure-1: Merhodalary

Al Model Development

Model development commenced with rigorous dara
cleaning, including data extraction, segregation, and removal
of outlicrs in consultation with SMEs.

Feature engineering was applied to enhance model

performance. For instance, the non-linear relationship

berween shell thickness and cost was addressed by
categorizing thickness ranges to reflect market realities, such
as reduced manufacturer availability beyond certain

thresholds,

The dataset was split into craining and testing sets. Muldple
algodithms were evaluared, and the best-pedforming model

was validated using unseen data before deployment,
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Application Architecture

The application integrates seamlessly with existing digitized
systems at EIL. Standard cost estimation inputs are
automatically transferred into the Al platform, ensuring
efficiency and eliminating redundant manual data handling,

Data Sets and Analysis

Diara analysis revealed skewness and non-uniform variation in
historical records. For example, carbon steel vessels constitute
85% of the past daeabase. Model aceuraey is influenced by
dataser size and diversity. making Subject Matrer Expert's

Training

Historical Data
2 Awarded Price
[l Past Price Trends

[[] rechnical specification

Machine Learning Model

Tradming Tuning & Validation

W ET LT EETG I T Cost Estimation Framework

insights eritical for improving performance, for example, by
fearure engineering.

ML Model Training & Inference

Meodel outpues are benchmarked against awarded costs and
cotnpared with traditional manual esdmates, as no indusery
benchmark currently exists for Al-based cost estimation,

Upoan satisfactory evaluation, the model is deployed for
operational use. The application supports estimarion prior to
Earnest Money Depaosit (EMD) submission and during bid

cornparison stages.

Inference

£ Technical Specifications
Economic Indices
h‘i Price Trends

@ Trained ML Model

@ Estimated Cost

Figure-2= ML Maded Training snd Tnferenes

Envisaged Benefits

Initially deployed as an assistive technology, the Al-based cost

estimarion solution offers significant advantages:

*  Data-driven, no human bias

* Enhanced speed through automation

* Agnosticto individoal skillsand experience

* Embedded SME expertise

*  Provides ready reference tosimilar historical tags

=  Reduced manualerrors

Initial results show betver performance for Al based solution
than manual estimates. Al solution saves 98% of manhours

spentuncns:escimﬂtfcn usingmmualmethud.

Way Forward

The ML model is continuously validated and refined using
daea from ongoing projects. Based on insights gained, similar
Al-based cost estimation models will be developed for other
categories of equipment, expanding the scope and impact of
EngALCosting® across procursment functons,

@O
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Enterprise Wide Risk Management &

Fraud Prevention

All the Banks carry the responsibility of protecting not only
customer deposits butalso public trust. While the Banks carry
continuously strengthens its internal vigilance and fraud dsk
MEANAZEMEnt SYsiems, Customier awareness remains the firse
and strongest line of defence.

Fraud prevention is a shared responsibility. Technology can
detect patterns and flag suspicious activity, but customers

lay a crocial role in prevencing fraud by staying alerr,
p-g; P g ¥ staying

informed, and cantious.

Sh. Baldev Prakash
DMD & CRO, SBI

In today’s fast-evolving financial and
bankingenvironment, fFaudisnotmerelya
technical or operational issue, it is a direce
threat to cugtomer's hard earned savings,
financial stability, and public confidence in
the banking system. With the rapid
expansion of digital channels such as
internet banking, mobile applications,
UPL, cards, and emerging platfarms lilee
CBDC, banking services have become
Faster and more convenient. However, this
digital transformation comes with the
menace of frauds,

Fraudseers today operate wich high levels of
sophistication. They use social
engineering, phishing, fake investment
schemes, impersonation calls, mule
accounts, malware, and layered
transactions to deceive customers. These
frauds occur with speed and scale, often

across muyltiple accounts and geographies.

_

Understanding Common

Types of Banking Frauds

1. Phishing & Fake Links What to Dao: 2. Vishing (Vioice Call Fraud)
" . 1 Adwwiva ype bark @
Blfecin ke wesite manually ’.) They may
re n
[ Do et click m
Gl :j""‘t"l"*’“ = Uninawn links ey il'lll'l'
reglred urgastly” L rgency
Email: g SR el I nr:rl"ulh- ﬂN
W/ lestery;reward Fraudsters call
i pretanding ta ba:
= * Bank afficals

They create fake websites simiar = . HH_I:HHIF! r
o bank websites = Palice/Cyler callf .
Darverfimel AEEALY i

Phishing & Falo Links Vishamg {Woice Call Frawd)

3. Remote Access App Fraud 4. Card & UPI Fraud

lhlu BRNUINg "--. T Fake QR eode
bank oficar
tlllcm- lhllm will 45t yeu i}; = ﬂm
:ur h:ne b inskal Nl request  +Scanning QR oode
yourp Auch wpen ahdays mesns you e
Fraudsters ask you Card BN, not Beceiviog.

o irstall apps He:
= Sureen sharing spps
* Cuuick SUppert &pps

> & 7 simming
‘@,F:Iw st
ER1E PRamMERE

Fermoti fookss A pp Fraud Card & UPI Fraud

5. Loan & Investment Fraud

*

6. Money Mule Trap (Very Important)

Abwrays werify thro
uhuaI hank v.ﬁhi:"b?
Newer allaw your

UL | Eccountto be
Use your aczounit ko You
RN FORCY legally kable used by othars
+ Instant loan withaut = F == -’
T mrstar funds o
documents bttt *_E—*"-'
= Guaranteed hgh A
e i Eam commission
= Fake ireding apos Lean & Inuestment Fragd for transactions Money Mube Trap




How the Bank is Strengthening

Fraud Prevention

* The Bank has adopted a proactive, technology-driven
vigilance framework,
*  Real-Time Monitoring
*  The Proacrive Bisk Managernent Department (FEMD)
monitors digital transactions 24x 7, Real-time detection
of SLEpIcions transactions enables immediate preventive
action such asdebic freeze or channel blocking.
= Integradon with nadonal placforms and agenciss suchas:
o Peserve Bank of[ndia
o National Payments Corporadon of India
o Indian Cyber Crime Coordination Centre enhances
industry-wide intelligence sharing and Ffraud risk
mitigation.

Behavioural Biometrics &

Device Intelligence

Advanced systems analyse behavioural patrerns when
customers aceess digital channels. Any deviation from
normal behaviour: wnusual device, [P change, abnormal
transaction pattern generates alerts and may trigger step-up
authentdcation. This ensures suspicious transactions are

detected before they are complered.
Analytical Layer & AI/ML Models

The Bank is implementing an integrated Enterprise Fraud
Risk Management (EFRM) framework combining:

*  Customerdemographics

*  Transactiondata

*  Exeernalintelligence inputs

= Complaintdata

»  ALML predictive analytics

The objecrive is to detect fraund before financial loss occurs-
sh{ﬁing from reactive detection to preventive containment.

Cyber Security Enhancements

Keyinitiativesinelude:

*  80C 3.0 - Upgradation of Security Operations Centre
into AL/ML-driven Cyber Defence Centre

*  Identity & Access Management (IDAM) — Centralised
access control

*  Hybrid Secure Service Edge (H-85E) — Secure internet
and VPN routing

VIGEYE VANI

*  Data Sccurity Defence Centre — Monitoring and
response to data incidents

These initiatives aim to ensure a secure digital ecosystem for

CLUSEOMTIETS.

What Customers Should
Do-Practical Safety Measures

B DONTs
B Besap yaur rmabila numbsar [ Don't shara OTP PIN
updated [ Don't elick unknown links
B Usa strong passwords [ Don't trust urgency or threats
B Enabli 545 & email alerts E Dan't install unknown apps
4 Verify beneficiany before transfar [= Dan't zsarch bark custamer
i1 Logout after internet banking usa care an Googe randamily

1 Update apps only from = Don't allow strangers to use
otficie! stores your account

L

Building a Culture of Vigilance

Fraud prevention is not only about systems and surveillance -
it is about awareness, ethics, and accountability. The Bank
conducts:

*  SMSawareness campaigns

*  Email advisories

= Customer sducation drives

*  Special putreach forsenior citizensand youth
However, awareness must translate into respensible action.
Every customer interaction whether digital or physical must
beapproached with caution and verification.

Conclusion

The landscape of banking fraud is dynamic, and technology
driven. As fraudsters evolve, so must our vigilance. The Bank
is strengthening its frand risk management architecture
through real-time monitoring, analytics, AT/ML,
behavioural ineelligence, and enhanced cybersecurity.

Yet, the most powerful defence remains an informed and alert
clustomer,

By following safe banking practices, promptly reporting
suspicious activity, and remaining cautious in digital
interactions, customers play a vital role in safegnarding not anly
their own finances but also the integriry of the broader banking
system.

Banking sccurity Is a shared responsibility. Together, we can
ensure asecure, resilient, and trustworthy financial ecosystem.

@
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Enterprise Wide Risk Management &

Fraud Prevention

_

Sh. Manish Agrawal
Senior EVE, HDFC

Introduction

Transparency and accountability are fundamental pillars of
good governance in the banking sector, particularly for banks
thar manage significant volumes of public funds. Digital

systems creace structured workflows, automared controls,
and comprehensive audit trails, which significantly reduce the
scope for manual intervention and enhance maonitoring
capabilities. In recent years, banks kave adopted several digital
initiatives thar support transparency in governance,
strengthen fraud prevention mechanisms with the rapid
digital transformadon of banking operatons, technology-
driven solutions are increasingly being leveraged to
strengthen transaction monitoring, onboarding of right set of
customers, Vigilince mechanisms, central audit to reduce
operacional risks even in ter 3-4 cides, transparency of
regulatory compliance, preventive checks at gare to avert
fraud risk and promote erhical conduct across banking

Pl'CI{'ESSES.

Digital fraud today is deeply embedded in everyday digital
activity, with most cransactions initiated and authenticared
on the sume device. This convergence makes it difficule to

distinguish genuine user actions from fraudulent ones, as

Evolution of Cyber frauds
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compromised devices can mask illegitimate transactions as

legitimate. The result is a near-frictionless fraud environment
that operates within normal user behaviour, making
deteetion increasingly complex. This ealls for stronger deviee-
lewel contrels, adaptive authentication, and enhanced
CUStOMmET awareness to mitigate cmerging rsks, All the cyber
enabled fraud funds mowve via Money Mule accounts,

This shifc highlights the need for a balanced approach
combining strong onboarding controls, transaction security
controls, behavioural monitoring, and continuous customer

AWATEEss.

Evolution of Mule Accor

The money mule ecosystem has evolved from isolated misuse

of accounts to 4 structured, technology-driven nerwork
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supporting organized financial crime. Inidally driven by
exploitation of wulnerable individuals, it has scaled rapidly
due to gaps in remote onboarding and werification. Today,
mule operationg are centrally managed using advanced tools,
making them more coordinated. scalable, and difficult to
detect,

* Shiftfromlocalized misuse to organized nule networks
* Recruitmentviajob, invesunent, and relationship scams
* Weak remoce KYC enabling bulk accouncereadon

* Useofdevice/SIM farmsand remaote access rools

* Growing scale, coordination, cross-border highly
sophisticated rech-driven

Signs You Are Dealing With Money Mules
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Case Study of Contemporary Digital Frauds

Recent case analyses highlight three predominant frand
typologies shaping the currenc chrear landscape. Digieal arrest
frauds leverage impersenation and intimidation to coerce
victims into making payments ar sha.rlng sensitive banking
details. APK-based frauds involve the distribution of
malicious applications that compromise device intsgricy,

enabling unauthorized access and transaction execution.

Investment frauds exploit the promise of high, risk-free
rerurns o lure victims into cransferring funds to fraudulent
accounts. These patterns reflect a convergence of social
engineering and technological exploitation, underscoring the
need for heightened customer awareness, secure digleal
practices, and proactive monitoring frameworks.
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Fight Against Mule Ecosystem

The Bank has adopted a structured, multi-layered framework
for effective detection and actioning againgt money mule
accounts, anchored on srong onbearding conrels, customer
awarcness, and advanced analyrics. The approach integrares

transaction pattern monitoring, machine learning models,

profile and demographic-based triggers, along with graph
analytics to identify mule nevworks and linkages. By focusing
on key risk indicators such as transaction spurts, abnormal
velocity, and rapid fund waskoue, the framework enables
early detection and swift intervention. This integrared
strategy strengthens the Bank's capability to proactively

identify, monitor, and dismantle mule ccosystems.

Strengthen Onboarding
Proaasnes

Three Pillars of Fight Against Money Mules
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Customer Awareness

Using Data and Analytics
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Strengthening Onboarding Controls

Akey pillar nfgnveman ct is enguring that risk is controlled at
the point of encry icself. Bank has implemented a muld-
layered onboarding control framework, combining rule-
based validation, and excernal incelligence, Onboarding
improves identity verification, derects synthetic identities,
and assigns risk scores at the account opening stage. A key
focus area has been strengthening controls at the onboarding
stage, the Bank ensures robust identicy verification and early
risk detection. Controls such as deduplicadon checks,
liveness detecdion, telecom intelligence (FRI/MNRL), RBI
developed Hunter, MHA suspect registry checks and Bank's
internal negative database screening enable identification of
high-risk profiles ac che entry point itself.

VIGEYE VANI

Key Control Mechanisms

De-duplication checks: Mobile, Email, PAN commonality
derection

Liveness detection: Prevents impersonation and synthetic

identity frand

UIDAT mobile validation: Ensuresidentity authenticity
RBI-Hunter for suspicious mule deduction

MUELA Suspect Registry
DOTMMNEL-FRIdataineelligence

Conclusion

Bank continues to enhanee its digital capabilities to build a secure and resilient financial ecosystem. This represents a shift

toward predictive, integrared, and transparent contro! frameworks.

L n
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Collaborative Strategy in

Combating Mobile Induced Cyber Fraud

i e

Sh. Sanjeevan Nikhar
CGM & CCOQO,PNB

India’s financial landscape has undergone 4 dramatic
ctansformation over the past decade, difven by digimlization,
This evoladon is nor just abour convendence—ir is reshaping
economic partdcipation, financial inclusion, and the wery
structure of the country’s economy. This transformation has
been backed by government initiatives such as the Digial
India Programme, which accelerated the adoption of digital
platforms, and the Pradhan Maned Jan Dhan Yojana, which
browght millions into the formal banking system, among
several others. These initiatives, coupled with digital
transaction technologies like the Unified Payments Interfuce
(UPI) and FinTech innovations {mobile wallets, algorithmic
trading, blockchain, etc.), have reshaped India’s financial

markets.

While the nation’s digital ecosystem Is booming, widespread
tnrernet penetration and the availabilivy of affordable
smartphones have played a key role in the adoption of digital
fnanclal pladforms across the economy. Today, with the
second-highest number of mobile subscribers globally
{around 117 crore) and che highest number of data ussrs
(approximately 97 crore internet users), India ranks among
the world's leaders in mobile and data usage. The annualized
growth of digital transactions has surged by 44—47%,

reaching nearly 18,000 crore transactionsin FY 2025,

In werms of economy-wide digitalization, the digital sconony
is growing almost twice as fast as the overall economy, paving
the way for numerous opportunities, especially in rural and
semi-urban areas. As per the Government of India Survey
dated 29.05.2025, in rural arcas, over 5% of smartphone
users are aged 15-29 years, while in vrban areas the figure is
nearly 98%. These developments have led to increased
cfficicncy, accuracy, innovation, and sevetal more
rransformations yet to come.

However, this rapid expansion has also opened the door to
cyber-enabled fraud, ranging from financial scams to
organized ant-national activities and hnancing of rerrorism.
These groups are often carly adopters of technology and

|
/

misuse it unethically o serve their
vested interests. Wich the casy
availability of information, such
groups operate like professionals,
constantly cxploring system
vulnerabilities for infiltration. Some of
the latest techniques adopted by them
include digital arrest scams, social
engineering tactics, and investment frauds,
among others,

The government and all stakeholders are
alermed by the manifold increase in both the
number of reported cases and the amount

defrauded. National-level initiatives,

including various policy decisions, have

been undertaken and implemented by the
Government and regulatory bodies such as the Reserve Bank
of India (B.BI) and FIU-IINI. Two major factors arc common
inalmest all reporved cases of cyber fraud:

1. Socialengineeringand human manipulation

2. Exploitation of techpieal vulnerabilities

_



The Shift in Modern Cybercrime

Scammers have shifted

from hacking systems to

hacking people

80% Cyber frauds involve*— D
Social Engineering

Scammer’s Psychological Toolkit

Greed- YouTube likes, rating tasks, { é \
Investment , Instant Loan, IT/GST .
Refund

Fear - Digital Arrest,

Blackmailing- Sextortion, Dating App, a
Electricity/Mobile disconnection . l@n &%

Ignorance/Urgency- Fake Gaming

Common Modus Operandi
* Authority Impersonation
- CBI/ED/IT/GST-Official

+ Staff Impersonation— Life
Certificate, Bank App

installation, KYC Update
Technical Hijacking -
= Screen sharing
* (all/message Forwarding,
* Malicious Mobile Apps
* APK files download

. Vulnerable Group
* Unemployed Youth
» Senior Citizen,

Apps, OTP/Password sharing, * Housewife
* |lliterate
Fraudsters pecsistently use soclal engineering tacdes through disconnection etc. Ocher common methods include fake
platforms and schemes such as YouTube promotions, fake gaming apps, OTP/ password sharing, life certificate frauds,
ratings & likes, fraudulent investment opportunities, instant malicious bank app installations, and fake KYC update
loan offers, Income Tax/ GST refund scams, sextortion, rEqUEsts.

dating apps, and threats of elecericity or mohile

The Rising Threat of Mobile-Induced Frauds

PME’s internal analysis reveals chat over 75% of cyber fraud complainis stem from
mobile-enabled frauds, Fraudsters exploltvalnerabilities suchas:

= Easyaccess ro multiple SIM cards
*  Lowacquisition costs and the disposable nacure of SIMs to erase evidence
* Social engineering tactics thar exploit greed, fear, and urgency over mobile channels

* Increased rargeting of vilnerable groups such as unemplo}'ed }-'auth, senior cirizens, and

homemakers, reflecting a shift from hacking systems to "hacking people™

8%

2%

Mobile-nduced Chthar Digital
Frisustls Fraucs
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PNB's Defence System against Mobile-Induced Frauds

PNE is dedicated to nation-building and strengrhening
digital Hnancial security for its customers. As a leading,
trusted, and proactive instivuton, PINE actively drives key
national iniriatives. The Bank kas built a robusr

infrastrucrure, including an Enterprise-wide Frand Risk
Management (EFRM) Solution, an Anti-Money
Laundering (AML) Cell, an Offsite Surveillance System
(058), and MuleHunter. Al {in parmership with the RBI
Innovadon Hub), to safeguard ies customers.

Securing Banking Ecosystam

=
sajouaiy

Indian Digifal Payment

Digital Banking Services

Inteligence Corporation
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As a flag-bearer, PINB is among the most preferred banks for
stakeholders and is proactively engaged with leading national
agencies such as the Indian Cyber Crime Coordination
Centre (I4C), RBI Innovation Hub (RBiH), National

Payments Corporation of India (NPCI), Indian Digital
Payment Intelligence Corporation (IDPIC), and the
Deparmmencof Telecommunications (DoT).

PNB’s Multi-Layered Defense

The Bank also bas strong inrernal defense mechanisms arthe customer onboarding smge:

5iM and Device Binding

alerts

Maobile Onboarding Levels Controls

Feih Restriction on number of customers linked with same mobile number

’f'f Aadhar Linked Mobile numbers are preferred

) SMS based positive confirmation for activation of mobile
L]

& Higher official approval on frequent mobile number
change
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In addition to above, Bank also has intelligence-based controls to mitigate fraud.

Mobile Device Change

Intelligence based Controls in Fraud Management

1 Enhanced monitoring on .

Enhanced monitoring on
2

Mobile number Change

Mobile Device Geography @
i based Controls

Cooling Period on
Device/SIM change

Transactional Controls for
Odd Hours, Volume,
Velocity, mode, past

behavior, Senior Citizen etc

PNB'’s Strategic Collaboration

Asfinancial frand schemes grow increasingly sophisticared, it
became imperative for banks to stay ahead of the curve by
embracing innovative, resilient, and comprehensive defense
strategies. Central to this effort is the integration of advanced
technologies such as Artificial Intelligence (AT) and
Machine Learning (ML), which enable real-time detection
and prevention of cyber-enabled fraud. By deploying
dynamic risk scenarios, strengthening preventive controls,
ared mai rtaining CONTAUOLE CUSLOMES SWATENESE CAMPAiFnE,
financial instirutions can minimize losses and safeguard cheir
channels from misuse for illicit fund placement. In today's

rapidly evolving threat landscape, proactive vigilance is no
longer optional-it is the cornerstone of trust and security in

modern banking,

Henee, the need for a collaborative shield against the cyber
fraudsters was felt by the stakeholders, giving way o advance
joint operation. In this line, Bank’s fight against fraud is
strengthened through serategic collaboration wich
Department of Telecommunicadons (Do T) in the following

projecis:
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Revecation List) PRI (Fraud Risk intagrater) Varification Servica)
Leverages DoT data Integrated with DoT"s IO« -
on disconnected / Fraud Risk ecosystem real-thné cust
suspleious mobile for active mobile bl mm" -
- St _verification
Impact: Enables Bank o
remove disconnectad ""ﬂﬂmtmﬂm“””“:d i e i
th‘:mlﬂtlhﬂ transactions of oweser will h-n:ﬂm
E\rlm m“""““ sich customers




M
G:"n l.‘.'.E“.__\I

T e viGEYE VAN
_'&% ﬁ.:,?

Bank’s Strategic Collaboration

* The Bank has implemented AI/ML score-based

PNE is embracing AL/ML-driven fraud detection and _ ) _ - o
transaction risk analysis ro disdoguish suspiclous ot

Dynamic Additional Authentication to stay ahead of

o : e abnormal transactions from normal pattern-based
cybercriminals. By onboarding onto the RBIs Digital P

2 & transactions.
Payments Intelligence Platform (DPIP), the Bank aims o
leverage collective inelligence across the financial ecosystem. * This will help reduce false positives whils improving

control over suspicious transactions.

Indian Digital Payment Intelligence

Corporation (IDPIC)

Dynamic Additional Authentication

* IDPIC serves as a centra! repository for participating * In line with RBI advisores, the Bank is exploring the
members to prevent digital cyber frand in the banking implementation of dynamic addirional authenticarion
system using AT/ML, thatis memory-driven and device-independent.

* The Bank has onboarded IDPIC and is in the process of * This will help mirigate digital cyber fraud cases arising
implemenriug it ar customer nnbuardjng transacoon from the compromise of customer devices or credencials.,

validation, and beneficiary addition stages.

Conclusion

PNB's strategy refleces a collaborative, technology-driven approach to combating mobile-enabled eyber fraud. By
combining infrastructure, intelligence, and partnerships, the Bank is not only protecting its customers but also
reinforcingits role as a symbol of trast in India's digital banking revolution,
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The scale and eomplexity of modern coal mining operarions

Sh. Himanshu Jain
CVO, SECL

demand a paradigm shift from conventional manual
oversight to technology-driven managemenc. In response to
this need, DigiCOAL has einerged as a comprehensive digital
transformation iniciative aimed at strengthening operational
efficiency, transparency, and real-time monitoring across the
flagship mega mines of Coal India Limited (CIL). At South
Eastern Coalfields Limited (SECL), the implementation of
DigiCOAL in the mega mines of Gevra, Kusmunda and
Dipka marks a significant milestone in the modernisation of

friini ng apetariuns.

PROBLEM STATEMENT

The Problem | Picturs betors Digitisassn ]

When Ecale Became Too Big for Manual Controd |
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These three mega mines alone span more than 10,700
hectares, with reserves of approximarely 2,305 million tonnes
and a enmbined producrion eapacity of abour 180 million
tonnes per year, Operadons of this magnitude involve
hundreds of mackines operating round-the-clock, extensive
blasting activities, continuous movement of heavy earth
moving machinery {HEMMs), large-scale fucl consumption,
and complex logistical coordinadion. Managing such vast
operations through traditional manual systems had
increasingly become inefficient and vulnerable to operational
leakages. The absence of real-time monitoring mechanisms
limited effective oversight and allowed inefficiencies such as
fuel pilferage, manual twip counting errors, idle machinery,
and fragmentedinformation systems to persist,

DigiCOAL
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Recognising these challenges, CIL undertook a major digital

transformarion initiative by deploying the DigiCOAL
platform with professional implementation support. The
initiarive was designed not merely as an IT project bur as a
comprehensive operational backbone for digital mining,
integrating planning, monitoring, analyrcs, and compliance
into 5 unified digital ecosystem. The system brings together
multiple digital modules including integrated mine planning
and scheduling tools, drill and blast optimisarion systems,
spare lifecycle management platforms, learning management
systems, land acquisition management systems, analytics-
powered fleet monitoring systems, connected worker
technologies, drone-baged surveys, video analyrics, and
centralised digital war rootns,

Scale of Deployment

Scale of Deployment EEIEEITESTFEINISTTE

Dagital st Maasiva Scale
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The scale of digital deployment under DigiCOAL is
unprecedented in mining operations. The system integrates
sensor-baged monitoring, GPS wracking, worker tagging,
geofencing, and cloud-based analytics to create a real-time
digital view of mine operations. Thousands of assets and
operational points are digitally connected through fuel
SENSors, activity sensors, and locarion sensors instal'ed across
HEMMs and cridcal infraseructure. Data flows through
communication nerworks and gateways into cloud-based
processing systems where advanced analytics generate
insights, automated alerts, dashboards, and awdir logs fou
operational decision-making. This architecture ensures that

physical mining activities are continuously monitored
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through digital intelligence, enabling supervisors and

management to respond instantly to operational deviarions.

IMPACT

One of the most significant impacts of DigiCOAL has been
in combarting diesel pilferage, which had earlier emerged as a
persistent Dpﬁr:atinml concern. Prior to dlgitlza.tian, an
average of 1€1 incidents of diesel theft per month were
tecorded during FY 2023-24, resulting in an estimated loss of
over 90,000 litres of diesel per month, Through the
introduction of geofenced parking zones, sudden fuel-dip
sensors, GPS-enabled quick response vehicles, and digital
worker tagging, suspicious fuel withdrawals are now detected
immediately and investigated with digital evidence trails. Asa
result, diesel theft incidents have reduced dramatically o
single-digit levels per month, with substantial financial
savings. The system has enahled the protecrion of
approximately Rs.19 crore worth of diesel aver two years,
demonstrating the transformative value of data-driven
oversight.

Impact | Fuel Theft [ Comanng Dwseiien ]
From Chronic Losses ko Dats Driven Contrel |
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DigiCOAL has also coneribured significantly to optimizing

equipment utilization by reducing idle time of heavy earch
moving machinery. Through real-time dashboards and shift-
wigse monitoring of equipment utilization, operational
bortlenecks such as hawl road congestion, shovel-dumper
mismarches, and inefficient routing are promptly identified
and correcred. Conrinuous monitoring and data-driven
review mechanisms have resulted in measurable reducdonsin
idling across the major mines. By converting idle machine

hours into pmducrjv& operational tme, the system has
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Impact | Reduced Idling
Idie Machings convered |mio Productive Hours

taittnmds kel

= ek e ity (TR

= e e il

+ Al Enpeoved, CASpETIOn saLbed
< Ermve Dumpes Mamng mgevail

(5=}

T15 anrma o a1

e e L

generated additional efficiency gains estimared at around

R.s.15 crore over two years.

W"a}r Forward

Beyond immediate operational benefits, DigiCOAL has
established the foundation for furure-ready intelligent
mining systems. The placform’s modular architecture allows
scalable deployment across additional mines within Coal
India Limited. Tt has already replaced legacy systems and has
been replicated in other mining clusters, demonstraring its

adaptability. Looking ahead, the digital backbone created by
DigiCOAL enables the integrarion of advanced rechnologies
such as Al-driven fleer disparching, predictive maintenance of
mining equipment, autonomous haulage systems, and
centralized national dashboards for real-time monitoring of

coal production acrass CIL mines,

In essence, DigiCOAL represents & strategic shift in coal
tnining governance—moving from manual supervision w
data-driven operational intelligence. By integrating sensors,
analytics, automation, and digital monitoring across the
entire mining ecosystem, the initiative has strengthened
transparency, minimized operational losses, and significantly
enhanced productivity. It demonstrates how digical
transformation can safeguard narional energy resources while
simultaneously improving efficiency and accountability.

Thus, DigiCOAL is not merely a technological soludon; it is
the emerging operating system of India’s coal mining future,
redefining how large-scale mining operations are monitored,
managed, and optimized in the era of digital governance.
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Ms. B esmi Devasia
DGM Technology (Retail), BPCL

Overview

Bharat Perrolenm Corporation Limited (BPCL) has

embraced digital transformation to strengthen operations,
enhance safery, improve efficiency. and boose customer trust.,
At the heart of this journey Is IRIS (Integrated Risk

often led to delays in detecting crivical issues such as fire
engine non-availability or interlock failures, Similarly, ranker
tracking relied on fragmented systems, making it difficult to
prevent pilferage or diversion. Retail outlets lacked unified
surveillance, leading to theft and tampering going unnoticsd
until much later. The absence of centralized intelligence
meant thatalerts, even if generated, weresiloed and difficuleto
act uponr promptly. These problems created inefficiencies,

pc:-tenl:ia.l safer}rhaza.rds, and gaps in customer trust,

Salient features of IRIS

IRIS connects BPCL’s vast operational footprint: over 1,700
Indusirial & Commercial locations, 25,000+ tankers and
lorries, 23,000+ rerail oudets, 534+ LPG p]ants, D3+ erminals,
and more than 25 advanced systems. With 1,000+ ToT devices
and sensors generating over 3 million inputs per second, IRIS
converges theseinto a central intelligence pladform.

Information Svstem],
conceptualized as BPCL's
‘Digital Nerve Centre'. IRIS

unifies inputs from thousands =

; 17004
of devices, systems, and IAE bogesss ¢ €P%
operations across India wo
provide real-tme monitoring, -gm|

. Tanbory B Loetm
advanced analytics, and il =
actionable insights. i e —
Earlier BPCL faced several b
systemic challenges common -
Temrmaryadn, T pint e

to large, geographically

discributed organizations.

Safery compliance monitoring

was largely manual, which

Pan India exception information..

28+ 215000=
Advnced o OTDmviem &
Lystams Sarsrs

- Canverging To A Digital Nerve Center...

5 Mins
Irepitn pot
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The system offers real-time KPI (Key Performance Indicator) moniroring, AI/ML-driven analytics, guick-response helpdesk
support, and advanced alerting mechanisms for violations or exceptions. These capabilites drive four key ourcomes: enhancing

safetyand security, improving asser efficiency, ensuring compliance, and fostering business growth and customer trusr.

IRIS Use cases across Business Units

'_?f:

TAMWERL AND
LR

CONLUNIN PLBAP
3
[ rel]
10= interiock And
Warning Alarems

LG BOTTLING
FLANTS

RET&IL
OFERATIONS

BETAL SALES Lid b

2l interkock amd
Warning Alarms

B imtwviloch i
Warning &larmsy

& Interiock sl
Warning Alsrma

2 ey lisch @i
Warning Aksrrmg

1B+ listeiiach and
Warring Alarer

25+ Automation System | 15000+ 10T Devices and Sensors ||

Covinem * hustm WSP * VTS raching * Migh Luved "I by “Speed Driving - Windilube- Tank level
et 8 » Lo Stmch * Plast E3D = Plast ESD * Prodhact @ — Cwnasty - Night Driving integrasian
+ High Stack « Tk Oumehill Py . Entwplion * Product O - Water Livel - Powsr Dinconnect
[ * Rputs Dewistion
E-"‘"" = Watar irngreas - Fire Engine Auto Mode = Fire Water Level = | saitbsrad
L * Tawting Mandterng = Fiww Fighting line = FF Watar Lipa Fressurs * MAIE sl Cullity Stipoage
g Ay » ¥ fmrkns manitering pressim - Fidlang Dparationn fdbarance = Mo Hall Zons
« AN intmrisck msnitating * Unsutherised Decanl - Y75 offfine viclstion
L= ‘:,,_. « Sabuty Vielations « Loak deteation * 100 POF Exscution = WTH davice empering
— » Vahicls Mansgement - Flow Alaem, Owerdase; * Duslity Chaek{Watar
z ™ = = ek Eecapti Unaiarsdl Adnrm Batnj ‘me
B e —— * intrusion, Safuty Balif  ° Intrion, Safety , -
— Helmet Detection Bl Helmat Deteciion Bownar
Fr P .
Workflows
How [RIS Works in Practice

(ii) Preventing Unauthorized Fuelling in Tanlkers

To move beyond theory, IRIS can best be understood Fuel diversion during transportation is a common

through real-world cramples of its application in BPCL's industry challenge. By integrating wich the Vehicle

Tracking Systern (VT3), IRIS ensures full visibilicy of

daily operations:

(i) Integration of Automation Units

[RIS scamlessly integraces with automarion units across
the value chain, including Forecourt Controllers at rerail
outlets, Terminal Auromation Systems, Local
Anromation at LPG p]a.nr.s, Bailway Depots, Vehicle
Tracking, and CCTVs. All these systems feed into a
unified [RIS interface accessible through a central video
wall, web porral, and mobile application.

_

tanker movement. Roure deviations, vnauthorized
stoppages, or decanting attemprs trigger instant alerts.
Additionally, pre- and post-decantation are secured
through OTP-based controls. If a tanker driver tries to
offload fuel at an unapproved location, IRIS blocks the
transacrion, thus preventing p[]ferag& and ensuring
customers receive the right quantity and qualicy of

product,



(iii) Intrusion Detection at Petrol Pomps

Petrol pumps are vulnerable to theft or equipment
tampering. Through CCTV video analytics, IRIS
identifies anomalies like not wearing a helmet, intrusion
after wnrking hours, ar suspicious activities near
dispensing units. If an intruder ALErpLs o faree opend
dispenser at nighe, IRIS raises an immediate alert to the
central monitoring desk and field officers. The system
can even trigger an emergency shutdown remotely,
safeguarding assets and reinforcing customer

confidence.

VIGEYE VANI

(iv) Safety-Preventing Fire Hazards at LPG Plants
At LPG bottling plants, safety is paramount. TRIS

continnously monitors critical interlocks such as tank
overfill prevention, process shutdown systerns, and fire
engine auto-mode. Ifit detects that a fire engine is offline
or water reserves fall below the safe limit, TRIS instancly
generates a critical alert. In extreme cases, the system can
aurormatically halr the invoicing process unril the issue is
addressed. This proactive mechanism prevents unsafe
operations and protects both employees and

infrastructure.

Individuasl Autamation Units
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IRIS User
Intarface

Impact and benefits

(i) Benefits to BPCL and Channel Partners

The benefits of IRIS are tangible. Revenue
maximization comes from reducing lost sales via
automated indenting and stock monitoring. Costs are
reduced through predictve maintenance and improved
asset uptime. Health, Safery, Security, and Environment
{HSSE) standards are strengthened with real-time safety
violation alerts and analytics. Customer trust is
enhanced by accurate Retail Selling Price (RSP) checks,

(i)

quene management, and assurance af quafit}r and
quantity through monitoring. For channel partners,
IR15 means betrer dealer management, digital
reinforcement of field forees, and sereamlined operations.

Advanced Monitoring and Risk Management

[R15 doesn't just derset issuss; it quantfies operational
health. Through an Asser Health and Operability Index,
it evaluares factors like available firewater quanriry,

functioning of interlocks, and foam reserves. If the
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Operability Index falls below 20%, IR1S automatically

halts invoicing to ensure operations remain within safe

.mﬂwm-m

parameters. This scientific, data-driven approach
minimizes risks and enforces compliance.
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IF OPERABILITY INDEX (O1)
Falls below

90%
IRIS Stops the Involcing process
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(iii) Alerts, Trends, and Insights monitoring. By customizing the fraimework of IRIS, these

: T I it i
Thesystem generates and categorizes thousands of alerts organizarions can establish their own centralized command

across operations, such as VTS violatiens (speeding,

centres to enhance governance, reduce operarional losses, and

b 1 ; f f 1
route deviations, tampering), retail automation failures screngthen stakeholder confidence.

(ATG communication, unauthorized Fuelling), and

Role in Reducing Corruption

safery violations captured by video analyrics. IRIS

provides trend analysis over weeks and months, kelping One of the less visible but highly impaceful contributions of

managers identify recurring issues and take preventive RIS is its abiliry to reduce opportunities for corruption.
With every transaction-from tanker movement to retail
dispensing-digically logged, tracked, and verified, the system

eliminares human discretion in critical areas where leakages

actions rather than reactive measures.

Replicability in

Other Dl’gﬂﬂizﬂtiﬂ'ﬂs often occur. OTP-based tanker decantation, automated RSP

The success of IRIS demonstrates a model that can be
replicated across other large organizations, both in the oil &
gas seccor and beyond. Industries such as logistcs, power,
manufacturing, and mining face similar challenges of
distributed operations, safery compliance, and asset

checks, and real-time videa audits makeir nearly impossible to
manipulate records or bypass processes. By ensuring
[ransparency, rrnceabi]ic}r, and accuuntabi].iq.r, IRIS acts as a
serong deterrent to malpractice, thereby protecting compary

revenues andbuilding public trast.
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Remote Monitoring and
Diagnostic Center for Gas Turbines

Sh. P. Sampath Kumar
GM, BHEL-GE Gas Turbine Services Ltd.

Introduction

Remote Meonitoring and Diagnostics (RM&D) is an
advanced approach used for asset management of gas
turbines. This system is implemented by BHEL-GE Gas
Turbine Services Pyt. Lrd, (BGGTS). Gas wurbines play a
critical role in captive power plants by providing reliable
electricity and supporting steam generation, RM&D helpsin
ensuring efficient operation, minimizing downtime, and
improving overall performance.

Industry Challenges

The gas turbine induscry faces several operational and
maintenance challenges. These include ineffective
equipment strategies, inefhicient correction strategies and
lack of conrrol & standardization. These issues lead to forcad
outages, increased downtime, high operational costs, and

reduced reliability of assets.

Limitations of
Traditional Monitoring

Traditional menitoring systems rely on fixed alarm set points
and only respond after a fault has accurred. This reactive
approach leads to delayed maintenance actions, higher repair

costs, and increased downtime of equipments.

RM&D Solution

BM&:D provides a proactive and data-driven solution. It
includes 24/7 moniroring, real-dime dara collection, and
cencralized analytics. The sysrem usessensors, control systems
like Mazk Ve, and secure communication nerworks oo
transmit data 1o 3 central monitoring station for analysis and

visualization.

Coverage Areas

RM&D monitors various components and systems of gas
tughines including rotor dynamics. compressor systems,

combustion dynamics, and control systems, This ensures

comprehensive monitoring of turbine health.

Role of AI/ML (SmartSignal)

ALML rechnologies enable predictive analytics, which helps
in early detection of abnormalitics. Diagnostic analytics
idenrifies probable causes, while forecasting estimates when
an alarm limit will be reached, which in turn allows optimal
maintenance prioritizacion. Digital owin models simulate
expected behavior for each asset and compare it with real-time
data.
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Predictive vs Traditional Monitoring

Predictive monitoring is preactive and identifies/alerts failures before they occur, whereas traditional monitoring is reactive.

Predictive systems reduce downtime, improve efficiency, and lower maintenance costs.

‘ Objective of Predictive Diagnostics
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Traditional: Single sensor monitoring
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Business Benefits

Tmplementation of RMED for [OCL resulted in a reliability inerease from 97.1% o 99,7 %, reducrion i trips by 6%, reduction in
forced reduced outages by 5% and reduction in MT TR (Mean Time To Repair) by 5%.

Asset Management — Forward Path

The patk forward lies in development of asset intelligence, which will provide actionable intelligence av the point of impact. This

willlead toincreased assecavailability, reduced O 8 M cost, improved retuzn on capital and reduced capex.
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Asset Management-Application

(AI-based image processing platform)

Sh. Mahendra Kumar Kaloria
Sr. DGM, PGCIL

Introduction & {ijective

POWERGRID operates one of the world's largest and most

complex transmission networks, comprising nearly three lakh

towers spread across deserts, forests, hi]]}-' terrains, riversides
and coastal regions. The health of each tower is ag vital to the
national powsr system as the human backbone is to the
human body. Every tower carries conductors transporting
hundreds of megawatts, forming the suructural foundation of
the Mational Grid. Even a single loose bolt, bent tower
member, damaged insulator or missing bird guard has the
potential to escalate into serious operational hazards such as
line tripping, tower collapse, extensive grid disturbances or
even risks to public safery. Traditionally, transmission line
patrolling/ inspecrion involved capruring thousands of
photographs which were manually reviewed by field teams,
This method consumed significant time and was prone to
human subjectivity, regional inconsistencies and porential
oversight of critical anomalizs. Maintining wniform

inspection quality across diverse terrains through purely

manual methods was extremely challenging,

To address these technological and operational gaps,
POWERGRID developed PG-AMRIT an Artificial
Intelligence (AT} Machine Learning (ML) based placform
(Tntegrated sn PG-DARPAN patrolling platform) aimed at
replacing subjective, manual image review with auromared,
accurate and consistent defect identification, thereby
significantly reducing inspection time, minimizing errors and
improving Mational Grid reliability.

Brief Description of the Initiative

PGAMRIT (POWERGRID Asser Management through
Arificial Tneelligence in Transmission) was launehed in 2024
as an indigenous AI/ML-based platforin capable of
automatically analysing patrolling photographs from both
drone and ground-based inspections. PGAMRIT is
equipped with a powerful set of features that significantly
enhance the quality and speed of transmission line inspection.
Tke systern can antomatically dereet more than 30 rypes of

defects from both drone based and ground based pacrelling



images, including missing tower bolt, missing bird guard,
damaged or broken insulators, reversed grading rings, bird
nests, bent tower members, hanging components and
missing joint plates, thereby ensuring comprehensive
coverage of all erideal structural and elecnical anomalies. les
highspesd Al engine is capable of processing nearly 400
photographs per minute with up to 0% accuracy, drastically
reducing analysis time when compared to manual review.
PGAMRIT leverages GPS hased identification, enabling ir to
sutomatically determine the exact tower number and
ctanstission line nawme from georagged photographs and
generate complets, standardised defect reports including
SAP notifications without requiring any manual sorting or

1:‘:'*1"" Ce
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improvement loops, ensuring that model accuracy improves
with every new barch of labelled dara. Broadly there are 4
development phases of PG-AMBIT as shown in Figure-2
with following fearures:

(i) AnnotationPipeline

*  Annoration through CVAT (Computer Vision
Annoradon Tool)

*  Dataset developed and expanded using feedback from
TLexperts

*  Pesiodie retraining cyele to enhance defect detection

accuracy

tagging. Together, these
fearures make PGAMEIT a
highly reliable, efficient and
evidence driven asset
management tool for
strengthening the transmission
netwark.

Instead of engineers spending
hours in front of screens, the
model identifies abnormalities
and marks them with
bounding boxes and machine-

» Do |ingeec Eaon Biialel insred
w31, B68 P ingeaphs

P pewarad  Epecien  Miodel

readable labels. These outputs

are not just labels, they form

structured digiral evidence thar seamlessly integrare into
POWERGRIDYs maintensnce workflows. Each system-
generared defecr record triggers a porification or work order,
thereby ensuring a direct link between defect detecton,
maintcnance action and evenrual closure. This shift has
transformed the organisation’s maintenance philosophy

from experience-based to evidence-based asset management.

Development & Implementation

The development of PG AMRIT involvesseparare Al models
for drone irnages and ground-level photographs, as defect
slgnacures differ significantly based on camera angle and
distance. The data pipeline incorporates robust data curation
practices, version control mechanisms and continuous

Figure # Dooclapimens phaves of PG-AARIT

(if} Trainingof AI/ML Engine

= Buileusing PyTorch with YOLOv11 ({CNN-based ) and
DN O3 (Transformer-based ) hybrid models,

*  DroneModel trained on 30,000+ images
= Ground Pacrolling Maodel trained on 13,00,000+ images

. Uszes convolutonal neural nerworks and cransformes
madels for highaccuracy,

= Training performed on GPLU servers

(iii) Deployment Architecture

* Distributed architecture deployed across
POWERGRID Dhara Centre
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*  Low latency integration with patrolling web portal and
mobileapp
*  Inregrated with SQL darabase for storing:
» Tower characteristics

» Defect metadata

> Userloginand approval data

» ERP-linked defecthistory
{iv) ERP Integration & Review

= Auwto-creation of meintenance notifications for approved
defects

*  Updation of defecr closure status

* End-to-end tracesbilicy of defect, rectification activity
amd inven tory use

*  Reviewof ourpurand creave new data ser

The IT backbone of PG AMRIT comprises five dedicated
servers incegrated with the patrolling portal, patrolling
mabile app. SQL-based defect repository and ERP backend.
This architecture enables frictionless movement of
information from image upload ro Al detection, to approval
warkflows, to the issuance of work orders and che final
closure updatces in the ERP system. The system suppores
automated email reminders, escalation workflows and

analytic dashboards for defect monitoring, Workflow of PG-
AMRIT isindicared in Figure-3.

Impact And Benefits

The impact of PG AMRIT on POWERGRIDYs operational
efficiency hasbeen substantial. Automared image analysis has
drastically reduced the rime required for defect dereetion and
significandy improved decision-making speed. Cycle times
from detection to work order creation and closure are now
tracked digitally and trendlines show a sustained reduction in
defect backlog along with better planning of outages. The
platform has aso enhanced transparency by reducing human
bias and ensuring uniform interpretadon of defects. The
digital traceability created by PG AMEIT links every defect to
its associared maintenance action and even correlaes tower
health with material consumption patterns, thereby

improving inventory planning and supporting preventive

vigilance,

Replicability / Way Forward

PG AMRITs design is scalable and replicable across other
transmission utilities, state transmission corporations,
diseribucion nerwarles and ocher sectors reliant on large-scale
visual inspections. Going forward, POWERGRID is
wortking to further improve mode] accuracy, sxpand the Al
defecr library, integrate edge computing for near real-time

processing in remote locations and
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Figerre 3: Jls}'nf.'icu.l'ﬁa.'f ki for PG AMEIT

develop predictive analytics for tower
healtk forecasting. Addirional
enhancements include linking
construction-stage qualicy checks and
real-time mapping of maintenance
actions with inventory consumption, By
introducing objectdviry and traceability
into inspection and mainterance, PG
AMRIT continues to reinforce
POWERGRIDYs commitment to
ensuring a reliable, safe and resilicnt
Mational Grid.
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Introduction

Artificial Incelligence has emerged as a critical enabler in

prediceing failures in industrial manufacturing
environments, patticulatly in safety-sensitive domains such
as the steel industry. The Bar and Kod Mil! (BRM) ar the
Bhilai Steel Plant (BSP), which we studied in our project, is
equipped with heavy machinery. The rolling process at BRM
is continuous, with the same metal simultaneously processed
at different stands, fast-finishing blocks, and other
equipment Any cobble/failurs ar any of the equipment can
be a result of any abnormality in upstream or downstream
equipment, along with the equipment where it occurs, The
failure could be the effect of any abnormal behavior in the
previously rolled meral. Thus, it is important to incorporate
Al-driven solutions in BRM so that operators can interpret
key insights In real time and, as a result, prevent cedtical
failures, These insights are difficult to be drawn by the
operators themselves, in real time, in view of the vastness of

process data, the speed of the process, the complexity in

correlation of process dara & irs detivatives with quality &
productivity, erc. The said insights help boost productivity,
increase integration, save energy and costs, and enhance the

safety of people and assets.

Toaddress these challenges, we present an Al-driven solution
and share our experiencs deploying and operating a failure
prediction system at one of the largest steel plants in the world
{a detailed version of the article has been published in [1]).
The system has been analyzed on a large-seale, high-
dimensional industifal dataser with 2 million+ data points
collected over many months,

System Overview

't Autonoisd decions ‘ e 1 s
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Fig. 1 presents the high-level averview of the proposed Al-
driven solution for failure prediction and alert generation.
The method involves collecting real-time multivariate time
series data from the PLC (Programmable Logic Controllers)
data acguisition server in the Bar and Rod Mill (BRM) and
processing it through the metaflow pipeline [4] to generats
anomaly scores and visualize iton Grafana [3].
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Data Acquisition:

The initial step in the system pipeline involves capturing
process signals recorded from a Data Acquisition System,
which provides comprehensive access to various PLCs and
sensors for tueasuring, displaying, and recording these signals
at chosen granularities. The system collects 2623 signals ar 1-
second granularity and stores them in a PostgreSQL darabase.,

Data Preprocessing, Regionalization, and
Cleaning:

Dara preprocessing is handled by Meraflow [4], which
includes handling null values, filterdng columns based on
predefined regiona! criteria, and scaling signals to standardize
the dara, makingirsuirable foranomaly prediction.

The signals are categorized into 14 regions based on their
location and relevance within the BEM. Out of the total
signals, 430 signals are selected for derailed analysis,
comprising 115 digital signals and 315 analog signals.
Dividing the entire dataser into reglons (signals may overlap
berwesn regions) speeds up the end-ro-end process asicallows
paralle] processing of multiple regions using Metaflow, thus
reducing overall processing time and enhancing efhiciency.
This also restricts the number of signals in each region,
thereby reducing false positive cases and maling root cause
analysis with motifs and discords more efficient.

Anomaly Prediction:

For predicted anomalies in the signals, we employ
Autoencoder-based anomaly detection. Firse, the data is
transformed into a lower-dimensional latent representation
using an encoder. Subsequently, the latent representation is
transformed back to its original dimensionality using a
decoder, The difference between the original and decoded
data is computed, representing the loss. The encoder and
decoder are trained on normal daga, which is free of failures.
The anomaly scare for each region is calculated based on this
loss, with each region being processed in parallel, leveraging

the Metaflow framework. Post anomaly detection, the raw
dara alongside the ealculated anomaly scores and loss of each
signal are stored in InAuxDB [2].

Alerting Dashboard:

The processed daca is visualized using Grafana for real-time
monitoting and quick idendficarion of anomalizs and their
porential causes.

Fig 2. Displays the alerting dashboard indicating thar the
region encountersd the failure. The dashboard also displays
(Fig. 3) the root cause of the signals that have shown
abnormal behavior, along with their patterns asshown in Fig.
4aand Fig. 4h.

Fig. 2 Alevting Dashboard
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Video Analytics:

Along with analyzing PLC signals, we perform video
analytics by deploying cameras at key vulnerable locations
across the mill. Fig. 5 displays real-time analysiz of the rod
movemnent passing through the dog-house area in the mill.
The system tracks rod alignment and vibradon behavior,
predicts abnormal behavior during the rolling process, and

issuesalerts to the OpErarar.
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Real-Time Impact:

The proposed system was deployed ar che BRM. Notably,
the system prevented 36 failures over the six-month period
from July 2025 to December 2025 (Fig. 6), resulting in an

approximate 13.4-hour reduction in downtime.
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Conclusion and Way Forward

In summary, data analytics has proven to be a powerful tool
for predicring failures in real-time Bar and Rod Mill
operitions. Looking zhead, the developed system can be
adapted and deployed across other industrial domains to
enhance throughput and operational efficiency. In addition,
the system can be further refined to enhance predicrion
precision and usability for mill operators.

Project Team

The project has been developed by the team led by Dr. Gagan
Raj Gupta at the Indian Institute of Tech nology Bhilai in
collaboradon with the BRM team ac Bhilal Steel Planc, led by
Mr. Yogesh Shastri, CGM BEM, Mr. Ashish, GM(E), BRM,
and Mr. Ravishankar, CGM, Automation & Digitalization.
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Single Window Clearance System (SWCS) —
DDA Building Plan Approval

Ms. Manju Paul
Commissioner (Planning), DDA

Building Byelaws: Foundation of

Planned Urban Development

Building Bye-Laws provide the regulatory framework for
planning, design, and conscruction of buildings 1o ensure
orderly urban development, public safery, and environmental
sustainabiliry, They lay down standards related to land use,
floor area ratio (FAR), ground coverage, serbacks, heighr, fire
5ufer.},*, structural stabilicy, parking, and sceess, thereby
ensuring unifornity in development, whan infrasmucture
(suchasroads, drainage erc.), lightand ventilarion,

Building Plan Approval System

in Delhi

In Delhi, building plan approvals are primarily administered
by the Delhi Development Authority (DDA, the Municipal
Corporation of Delhi (MCDY), and the New Delhi Municipal
Council (NDMC), each wirhin their respective jurisdictions.
The approval process is governed by the Building Bye-Laws,
which were modermnized with the introduction of the Unified
Building Bye-Laws (UBBL), 2016, replacing the earlier
Building Bye-Laws of 1983, The revised framewaorl aimed to
simplify procedures, standardize regulations, und promote
more efficiant development practices.
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Shift Digital Transformation
through Online Building Plan

Approval System (OBPS)

Itr line with the Government of India’s emphasis on Ease of
Doing Business (EoDB) and digital governance, the Online
Building Plan Approval System (OBPAS) was introduced by
DDA in 2017. This iniriative marked a significant shift from
manual submissions o a Fu‘.l;-r digital process, enabling
architects/ applicancs ro submit building plans online with a
mandated approval timeline of 30 days. Since its

implementation in DDA, nearly 3,000 building plan
sanctions have been processed through the systen, covering a
wide range of developments including residential,
commercial, instirutonal, educational, and industrial

buildings.
Workflow of Existing Online Building

Plan Approval System (OBPAS)

The approval workflow begins with the submission of the
Commeon Application Form, building drawings, required
documents, WOCs, and permit fees through the online
citizeninterface. Applications are then processed through the
Auto-DCR system, which performs sutomated scrutiny of
building drawings. Subsequently, documents and drawings
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are verified by field officials such as the Junior Engineer and
Assistant Engineer, and site inspections are conducted for
su.geslike p]imh and mmp]uian. In mnany cases, proposals are
also referred to external authericies for No Objection
Certificates (WOCs), such as the Delhi Urban Art
Commission (DUAC), Delhi Fire Service {DFS), and the
National Monuments Authority (NMA)., After technical
seruting and verification, the proposal is forwarded o higher
authorides including the Deputy Direcror, Direcror, or
Commissioner for final approval or rejection.

Challenges in the

Current Ap prmfal System

Despite the automation, operational challenges continued o
affect the efficiency of the current system which are manual
scrutiny, lack of full integrarion with all NOC-granting
agencies, manual fee caleuladions, limited real-time tracking
ofsite inspections, and absence of comprehensive monitoring
dashboards and digital audir trails. These gaps lead to delays
and reduced the overall cfficiency and transparency of the

approval process.
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Upgraded Single Window Online Building Plan Approval System (OBPAS)

To address chese challenges, an upgraded Single Window
Online Building Plan Approval System (OBPAS) has been
developed in DDA, This enhanced system aitms to create 2
fully integrared digital plarform through which applicants
and architects can submit, track, and obtain building plan

approvals and relared NOCs from muldple deparrments
through a single interface, The objective is to strengthen
system robustiess, improve user experience, and align the
approval process with the provisions of UBBL-2016 and Ease
of Doing Business guidelines,



Workflow of Upgraded Single

Window (OBPAS)
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Way Forward: Strengthening
Transparency and Accountability

The upgraded OBPAS wil! function through the E-SUGAM
portal, which will serve as a unified digital pladform
connecting all the plan-sanctioning authorities in Delhi and
various regulatory agencies. The process will begin with the
owner registration and entry of property derails, followed by
submission of the Common Application Form, project
details, building documents, and standardized drawings
prepared by the architect. A rule-based Auto-DCE. engine,
fully powered by Al, will automarically serutinize the
drawings against the applicable building regulations. Any
deficiencies or queries generated by the systemn will be
communicated to the applicant through the portal

dashboard, enabling quick online compliance.

On suecessful completion of the auromared scrudny, the
systemn will forward the proposal electronically to relevant
NOC agencies through integrated links. The platform will
also facilitate online compliance of objections, automaric fee
caleulation, digital payment, and generation of digically
signed building plans. In the post-submission stage, a
workflow engine will roure the proposal wo field ofhicials such
as the Junior Engineer for verification and site inspection
using a mobile application. Any additional quedes will be
communicated digitally through the portal. Once all the
requirements are satisfied, the building permit certificate wil!
be digitally signed and issued to the applicant through the
system.

Looking ahead, further strengthening of the OBPAS requires
continued emphasis on transparency and accountabilicy.
Proactive disclosure of rules, procedures, fee structures, and
user tutotials can help reduce information gaps for
applicants, Clear display of workflow stages and responsible
authorities will enhance process transparency, while
recording reasons for approval or rejection supported Ly
auto-generated scrucingy reports will promore decision
transparency. Financial transparency can be ensured through
online fee calculavors, digita! receiprs, and public disclosure of
applicable charges,

Addirionally, the introducrion of ime-bound service delivery
with auto-escalation mechanisms, public dashboards, digital
audit erails, version histoties, and secure record management
will significantly improve accountabilicy. Clearly defined
roles, jurisdictional boundaries, and escalation mechanisms
will furcher strengthen citizen confidence in the approval
procsss,

Conclusion: Towards Efficient and

Transparent Urban Governance

The transition towards a Single Window Online Building
Plan Approval System represents an important step in
modernizing urban governance. By leveraging digital
technologies and inegrated workflows, the system has the
portential to make building approvals faster, more
transparent, and more efficient, ultdmarely supporting

sustainable and well-planned urban development in Delki.
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Accounes for over §7% of toral reserved dcker booking in
trains.

% Online/offline ticketing for Airlines- Offers domestic
and internarional air ticker booking.

4 Tour Packages- Offers domestic and international tour
packages, educarional tours, charter train packages and
cruise packages. Operates special tourist crains like
Buddhist Circuit, Bharat Darshan and theme based
tourist trains as well as Luxury trainslike Maharaja Express

| I and Golden Chariot.
Sh. Pradeep Kumar # Packaged Drinking Water (Rail Neer)- To enhance
CVO, IRCTC passenger amenities, the IRCTC launched Rail Neer, a

branded packaged drinking water for the rail commuters.
Introduction 20 operational plancs across [ndia with installed capaciry
of producingaround 1.84 million bottles per day.
Indian Railway Catering and Tourism Cerporation

(IRCTC) as an extended arm of Indian Railways is mainly For Carering services, IRCTC relies on a contractor (Vendor)
irvolved in providing various hospitality related services like based model in which IRCTC grants licenses to the vendors
eatering services on Indian Railways (on-board & off-board), for prnuiding carering services. Carering services over Indian
online ticketing for trains, Air ticketing (online/ offline), tour Railwaysincludes:

packages (domestic/ international, Packaged drinking water etc.

* Major Stations (static units): Catering services at major
Railway Stations and its premises through catedng units
like Jan-Ahars, refreshment rooms, cell kicchens, food-
plazasand food courts erc.

* Trains (Mobile Units): Providing Catering services in
traing (on- board), which is a bit cumbersome process in
which the food prepared and packed in designated base
kitchens after which it is cooled so that itis not get staled
during transportation, its then delivered to railway
stations using Refrigerated vans and loaded in the train.
Food is again reheated and served to passengets.

Core areas of IRCTC services are: Mades of mabile catering are:

# Catering Services on Railways- IRCTC is one of the # Prepaid mode: Awailable in premium trains like
largest hospitality and catering companies of the country Rajdhani, Shatabdi, Duronta, Vande-Bharat,
with services spread over passenger trains/railway seations. Gatdmaan, etc. in which catering charges are included

in the train fare and passengers nesd not to pay at the
% Online ticketing for Trains- Offers ticker hooking

services through websice and mobile application.

_

time of service.




# Post-Paid mode: Carering services in other Mail/
Express rrains (with or withour Pancry Car) s provided
through this mode in which che passengers needs o

purchass the food by paying the charges on spot. In
trains with Pantry car, passenger can buy food from the
Pantry Car staff and in trains without pantry car ( Train
Side Vending), food can be purchased from authorised
vendors who will source the food from designaced
stations.

=  E-catering: Passengers can book food of their choice from
partner restaurants and food outers (like Haldiram,
Daminos, Zomato etc.) while travelling on train. Food is
being delivered to the passengers on their respecrive
seat/bereh,

At a Glance

* IRCTC provides catering iervices in avound 1250+
trains serving 16 Lacs + meals everyday.

* DPrepaid rains acconnts for approx. 16% of total meals
served.

*  Pos- paid trafis (with or withous pantry car) accounis
for 78%of total meals.

* E-catering accounts for approx, 6% of toral meals served

Issues in Post-Paid Catering Services:

While premium trains such as Rajdhani, Shatabdi and
Duronto have long had organized catering systems with
digita! rraces to address public complainis, service deficiencies
and other malpractices, alavge proportion of passengers wavel
on Mail and Express trains. Historically, catering on these
trains (Post-paid Catering Services) has faced persistent
challenges due to involvement af cash as well a5 non-

avallabilivy of digital tracking,

* Salc of food by unauthorized bawkers: Duero direct
selling (fnoolving cash), sale of foad by wnawthorised
bawkers s also notived, resulting in poor bygiene
standards and passenger complaints related to qualicy
overcharging.

VIGEYE VANI

* Overcharging: Lack of awarensss/ digplayed pricing
allowed vendors to charge arbitrarily. Penal actions are
tizken by IR CTCon receiprof complaints.

* Nom-issuance of bills: Whileunauthorised bawkers do
ner provide billsto pasiengers, authorised vendors ave alio
reluctant to (esse billsto avoid acconntability.

* Lack of digital monitoring: No contealived tracking
system existed for catering compliance and sales
ATSEIILEnT,

* Passenger dissatisfaction: Unsafe, overprived and
unverificd meals redseved the trust in on-board catering

SEFUCES,

* Negative Impact: Hamper passenger experience and
Railway/ IRCTCrimage.

Addressing the Issue-Preventive

Vigil:mcr: Measures:

To tackle the above problems, IRCTC launched the E-
Pantry Service — a technology-driven inidative designed
indigenously through which passengees of Mailand Express

trains (with pantry cars) can:
> Pre-book theirmeals.

r> Meals can be booked at the time of ticker booking or
later through the [IRCTC account.

r>  Ensures safe, faltly peiced and digitally vecified qualicy
meals,

System Architect (Workflow/

Process of IT System):

E-pantry module has been developed in-house by integrating
the existing NGeT (Mext Generation e- ticketing) system of
tcketing with the CSIM (Catering Service Information
Management) system, While NGeT system is used for
e-ticketing having functional payment Gateway system and
features to provide booking information to passengers
through SMS and e-mail, CSIM on other hand is an
application developed by IRCTC for monitoring,
inspecting, and managing catering services on trains and at
stations.
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Faor implementation of e-pantry servics, the meal data (train-wise availability of meal services) has been loaded in the NGeT server.
Further, a Vendor App has also been developed and installed in the mobile handsets available with vendors for informing the meal
booking detsils to them and marking uFdﬂiver}r stats. Following diagram depicts the connectivity of various elements.

INTERNET USERS

Payment
Gateways

= Credit cards
* Debit cards
* Netbanking
* Upl

When a passenger booles the meal, the meal booking information is pushed by NGeT server into CSIM server which is then passed
to the vendors through vendor app. Mea!- wise MVCs (Meal Verification Codes) is/fare shared with passenger through email and
also ot the daxe of journey through SMS.

Message after meal booking ~ _ Mes the dat i

PNR:4735935499,TRN:12554,00 Passenger,

J:04-04-25,Fare:280. Your meal booked against PR 20****5¢:

has been booked successfully. y 1-Morning Tea-2()000(Dinnes- 100000, Ral Neer-2

Meal delivery code will be sent on 2-Evening Tea-1(X00C) Breakfast-2(000(] Lunch-2)000], Dinner-1000() R Neer-20000x]
DOJ. -IRCTC se share the 4 digit Meal Verification Code with the delivery boy




Mail Delivery and Feedback System:

For meal delivery, the passenger needs to pravide MVC to vendar, who feeds itinto the vendor app. On gerting correct MVC, the
vendor app sends delivery confirmation to CSIM and inturn to NGeT system. In case NGeT systein does not get delivery
confirmation (wrong MVC/ no MVC fed), it initiates refund process, CSIM Dashboard is used for monitoring delivery statusand
generating reports for making payments to Vendars.

Process Flow:

Indicative Flow Chart

Click on pop-up / E-Pantry tab on Select your meal
[ A booking confirmation page ORBooked [ ¥ and proceed for
ticket history to apen for menu detasls.
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Impact Analysis:

Qualitative Impact

Key Features of E-Pantry Services

= Online paymens eliminare scope for overcharging or
cash-related malpractices.

* Unique MVC with passengers and pantry staff
eliminates unauthorized vending.

= Digitally trackable transacrions for compliance,
delivery status, andbilling,

* Tfmeal nocdelivered, refund is provided to the passenger.
* Positive cultural shift cowards cashless, accountable

carering.

* Functicnality extend within the IRCTC Rail Connect
App. So that Passengers can book meals more

conveniently
Quantitative Impact
Groweh inaverage meal bookings day
* Inception (April 2025)-03 meals /day

* January2026- 467 meals/day

= Peakbooking- 727 mealson 02.02.2026,

Growth in Sumber of Meals / Month

Set to rise exponentially with inclusion of more trains along
with more public awarsness through social media handles and

othersources.

Universal Application

The E-Pantry model has significant porential for cross-
sectoral adoption which may include Other Railway
Segments Le. trains where vendors operate lilke TSV (Train
Side Vending).

By embedding technalogy + vigilance, the model ensures not
justbetrer service but also system-wide accountabiliry.

Way Forward

While E-Pantry has proven effective, continnons
improvementis key. Potentiz] enhancementsinelude:

* Use of Al to predict demand pareerns based on passenger
bookings.

* Use of Data Analytics to Minimize food wastage and
ensu.resmcicnpt[mizat]an.

* Staff and pantry cats of trains to be rated on compliance
based on passenger feedback and visible raring displayed on
app/website,

* Targer rollour in 75+ trains within next year and in al!
Mail/ Express trains with Pantry Carsby 2027-28,

Conclusion

The E-Pancry Servics aims to improve the public services by
enhancing accouncability. By directly addressing issucs of

overcharging, unautherized vendors and billing related
irregularities, it has not only protected passenger interests but
also strengthened financial integrity and organizational

accountability.



Ms. Manjusha Mishra
GM (Civil), NHPC

Introduction:

The Himalayan Challenge

The Himalayan region s inceeasingly susceptble to voladle
natural disasters, including cloudbursts, flash fioods,
avalanches, and Glacial Lake Outburst Floods (GLOF).
Morable events such as the 2013 Uttarakhand disaseer, che
2021 Chamoli flash floods, and the 2023 Teesta Bazin GLOF
have caused catastrophic loss of life and gevere damage to
critical hydropower infrastrucrure and other infrascructures,
In this context, the Early Warning System (EWS) has shifted
from being a technical requirement to a moral and
governance imperative for protecting downstream

communities and national assecs.
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e-Aabhas: A Digital Leap in
Governance and Safety

NHPC has developed "e-Aabhas,” 2 comprehensive software
platform designed for real-time flood forecasting and risk
management. Mandated by the Ministry of Power, this is a
“one of its kind” system represenring a cransformative leap in

transparencyand disascer preparedness.
Core Technical Features:

* Predictive Intelligence: It forecasts flood discharge ac
dam sites with available lead rimes.

* Automated Alerts: Generares immediate warnings via
SIS, email, sirens, and hooters.

* 24/7 Monitoring: Supported by 2 state-of-the-are Master
Control Boom (MCR) in Faridabad that monitors
hydropower plants nationwide 24/7 in addition to
Central Control and Command Station {(CCCS) ac

pmje-:ts sites,

* Integrated Data Flow: Utilizes a necwark of Automatic
Water Level Recorders (AWLE. ) and velocity sensars along
with real time data from up stream projects (where ever
applicable) for advanced warnings.

System Architecture and

Operational Flow

The EWS architecture relies on telemetry and cloud-based

processing to ensure darain tegrityand rransparency.
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Impact and Benefits:

Proven Success Stories

The implementation of e-Aabkas has resulted in tangible
socio-economic benefits by mitigating costs like
infrascructure d;unagel aptimization af cperation and
reduction in cost & business interruptions.

* Subansiri Lower HEP: On muoluiple occasions in 2022,
2024 and 2025, lead diues of up to 6 hours allowed for the
complets evacuation of approximarcly 5,000 workers and
equipment worth ctores.

* Kirn HEP: On 18th June 2023, lead times of up to 2
hours allowed for the complete evacuartion of
approximately 100 workers and equipmentyworth crores.

* Parbati IIT Power Station: On 25th June 2025, tmely
opening of Spillway gates and activation of emergency
sirens at the dam site, Sainj marker, MHPC colony and
Salwar Village saved lives of downstream people.

* Rangit-IV Project: [n 2022 and 2023, the system enabled
the evacuation of personnel and high-value machinery

such as concrete pumps, cransit mixers, electrical pane]s
ete. before floods of 550 and 200 eumee hicthe site.

= o=

Evacuarion af the Seve (Rangar TF)

* Salal Power Station: Sudden rige in discharge at EWS site
in August 2025 was conveyed to Power Station before
interruption in communication network.
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Replicability and the Way Forward
The system has been already adopted by other hydropower
organizations, who are acl:ixne[}r integrating their Projects into
the MCR platform. The success of e-Aabhas in the
hydropower sector offers a blueprint for other critical sectors
with following potential applications:

* Energy Grids: Predicting overload or faults.
* Strucrural Health: Monitaring bridges, dams and
buildings for stress.

* Chemical Flants: Early detection of gas leaks or pressure
anomalies.

* Manufacturing: Detection of predictive maintenance and
qualityissue.

To stay ahead of the escalating climate risks, the nexe phase of

the Early Warning System focuses an technological

sophistication and inter-agency synergy like

* Integration of AI/ML and Data Science to improve the
accuracy of forecasts, enable predictive analytics for casly
warning and support data-driven decision-making in real
tme.

= Deployment of additdonal upstean monitozing stadons
forbroader catchment coverage.

* Implementation of satellite-based communication systems
for remote areas where mobile/VSAT connectivity is
unreliable.

= Searnless connectivicy with NDMA, IMD, CWC andlocal
administration for coordinared response.

Conclusion

Investment in robust EWS like e-Aabhas is 4 cornerstone of
sustainable development. By fostering long-rerm resilience
and ensuring the safety of communities, NHPC’s digiral
initiatives exemplify the evolution of hydroelectric projects
into socially respongible and technologically advanced public
ARSETS,

B 0)




VIGEYE VANI

Sanchar Saathi and
Financial Fraud Risk Indicator

Sh. Sanjeev Kumar Sharma
DDG (Digital Intelligence Unic), DaT

Introduction

In an age where cybercriminals exploic every digiral avenue to
deceive innocent citizens, India’s Department of

Telecommunications {DoT') has emerged as a technological

Problem Statement

The digital revolution thae has cransformed India ino a
connected natlon has also opened new frontiers for
cybercriminals, Three critical challenges have emerged in the
fight against telecom-based cyber frand: the urgent need o
enable citizen reporting of frandulent communications, the
unified platform bringing together all
stakeholders for searnless data sharing, and the necessity for

requirernent for 2

advanced Al-based analytics to generate actionable
inrelligence againstincreasingly sophisticated threars.

These challenges demanded an unprecedented response-one
thar would combine citizen empowerment, stakeholder
collaboradon, and Alinto a comprehensive defenss System,

Addressing the Issue

DoT's Comprehensive Digital Defense Strategy

I. Sanchar Saathi: Empowering Digital Citizens
through varions facilities

guardian, deploying cutring-

At the heart of DoT's citizen  -centric approach is Sanchar Saathi,
a comprehensive platform launched as both a web portal (May
16, 2023) and mohile aop for Android and 105 (January 17,
2025). This Initlative represenis a paradigm shift frorm raactive

to proactive cyber defense, plading powerful fools directly in
citizens' hands.

edge solutions to protect Jan Bhagidari to
millions of mobile users. From fight cyber frauds
sophisticated fake digital arrests m‘l:?h f""‘:h‘;;
to claborare phishing scams Citizens i
through spoofed calls, DoT's Sfrenath
comprehensive initiatives are

safeguarding what marters most

to every citizen-their trust in the 000007

digital ccosysrem.

App Downloads

E N3 WL 3




A, Chakshu: The platform's flagship feature, Chakshu,
serves as a digita! reporting system, enabling citizens to report
suspicious Fraud communications or spam across calls, SMS,
and WhatsApp. The resules have been remarkable as based on
citizen reports, DoT amplifies the action taken against the
fraudsters. Based on one complaint, action is taken on
multiple fronts of the telecom ecosystem like on mobile
numbers, mobile handsets, STM sellers, SMS headers,
whatsapp erc,
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B. Block your lost / stolen mobile handset:

The feature has become a lifeline for victims of phone cheft.
With over 37 [akh devices blocked, 22.60 lakh traced, and an
impressive 5.64 lakh recovered and returned to owners, this
service demaonstrates the power of coordinated digital
response. If 2 citizen loses his/ her mobile phone, he can
report on this facility for blocking the lost handser and
making it unusable in the Indian network. When someone
tries to use the handset, a trace is generated using which the
mobile phone can be recovered by the State police or Railway
Protection Forezand handed over to the rightful ovner.

Device Recovery Trend (2025-2026)

:
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C. Know Mobile Connections in Your Name:

It facilitates citizen to check the number of mobile
connections taken in his/her name. It also facilitates to report
the mobile connection(s) which are either not required or not
taken by the cidzen under ‘Not My Number’ and ‘Not
Required’ categories. Reported mobile connections are
provided to TSP concern for reverification. This feature has
processed over 2.28 crore requests, helping citizens identify
and report unauthorized connections, This transparency toal
has resolved 1.93 crore requests, enabling berter control over
personal digial idernricy.

D. Report Incoming International Call with Indian
Number: It facilitates citizens to reporr international calls
veceived with Indian mobile as ealling number (CLI). These
calls are suspected to originate via illegal telecom serups in
Ineiz which aze used to bypass the licensed relecom rouees for
anti-natonal activities and fnancial frauds see,

E. Know Genuineness of Your Mobile Handset: This
facility allows to check the genuineness of mobile handset
while buying a newvold device.
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[L. Digital Intelligence Platform: Uniting the Defense Ecosystem

DaT's Digital Intelligence Platform (DIP) represents a revolutionary approach to inter-agency cooperation, By bringing togecher
620 organizations-including central security agencies, state polics forees, banks, financial institstions, telecom service providers,
and digital platforms like Whats App-DIP creates an unprecedented intelligence-sharing ecosystem.

This platform hosts real-time lists of disconnected and suspected mobile connections along with disconnection reasons, snabling

stakeholders to take immediate action, including disengaging associared services linked o these numbers.

INPUTS
| Raport Suspeciad Fraud

Inputs
from Q Commumication
Chtizans " ®  Know Your Mobile Connections

* Trace LostStolen Mobile

lrrtel to/fram i
rakehokders * [Repor Fraud Intemational Calls
| 5 LEAFIsintal .

OUTPUTS ! STAKEHOLDERS
Suspecied mobiles dafocied / .= Digitad Intelligenca Platform (DIF)
raported by DoT, stakehoidars, ¢ = Receving & shanng intelligence
citEans { = MHA, MC, CBDT, DGGI, CBI, NIA,
5IM sellers mvobvad n fraudulsnt v State | UT Police, FILJ, SEBI 3
antiities » 1400+ Owganizations on DIP

: ) mciuding 1300 Banks
s onnectsd connections IS0 | |+ Sociel medi platios

# Connections inkages

Near Real Time Information Sharing with stakeholders

IIL AL-Powered Fraud Prevention: The Technology Edge
A, CIOR: Blocking International Spoofed Calls

DoT's International Incoming Spoofed Calls Prevention System (CIOR), launched on October 17, 2024, represents a
cechnological breakchrough in preventing cross-border cyber fraud. This system idenrifies and blocks sp-:mfed calls ie.
international calls char display Indian mobile numbers, appearing w odginare within India bur acrually made by overseas

eybereriminals.

Theimpacchas been dramatic: a 5% reduction in spoofed calls with Indian CLI(Calling Line Identity), with remaining attempts
blocked at international gateways, This preventive approach has proven partdeulacly effective against fake digieal arrest scams and

impersonation of government officials.

_
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Call blocked by the System since its launch to Feb 2026
Reduction in such call attempts by 99%

17.10.2024 30.10.2024

13.11.2024

24.01.2025 25.10.2025 25.02.2026

B. ASTR: Al-Powered Identity Verification

The ASTR tool showeases India's indigenous Al capabilities
in combating fraud. By analyzing subscriber images across
different KYC submissions, ASTR identifies cases where
individuals have aequired multiple SIM cards using fake or
forged documents.

Processing an ascounding 134 crore mobile connections,
ASTR hasled ta the disconnecrion of over 87 lakh fraudulent
connections after re-verification-a testament to the system’s
precision and effectiveness

100 S[Ms: 78 names: mals & female

C. Financial Fraund Risk Indicator: Real-Time
Protection

Time is the essence in preventing financial fraud and for
protecting citizens from losing their hard earned money. To
enable thisin truespirit, DoT launched, on May 22, 2025, the
Financial Fraud Risk [ndicator (FRI) a5 4 fraud preventon
tool. Using multi-variate analysis, FRI classifies suspected
mobile rumbers based on their association with financial
fraud risk levels as Medium, High or Very High.

This indicator empowers banks, NBFCs, and UPT service
providers to implement real-ime protective measures, Third-
parcy payment applicadons lile PhonePe, Paytm erc. have
integrated FRI, enabling transaction declines and real-time
alerts when users attempt w wransfer money to high-risk
accounts, Till dave, using FRI, transacdons have been either
declined or alert/notification has been generated by banks/
UPI Service Providers resu'ting in financial loss prevention of
Es. 1900 + crore.

Impact Analysis

Measarable Impact: A Comprehensive Saccess Story

The quantitative results of DoT's initiatives paint 2
compelling picture of digital secutity enhancement,
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DoT Sanchar Saathi Initiative : Outcomes & Impact
o Sanchar Saathi; Empowering Citizens, Breaking silos, real lime collaboration with Stakehalders

A e Report Suspected Fraud & Spam

Kinow their Mobile Connections
Citizens can

I Block their Lost/ Stolen Mobile

@) Repon Fraud Intemational Calls

i Cost Benefit Analysis

Free of Cos! cilwans canmnc senices

.33 lakh Handsels mecovered: Rs 2000 Crores (anboipated)
Spooled calls prevanied: 1.35 Ctore in a day

Citizen raquasts resohved. 3 15 Crores in 2.5 years, 22000 /day

7.45 Lakh

e Total handsets bocked

* 30.99 Lakh

Bank socounin Bozen o

detinicredit reswictions §]c:
m
. 28.80 Lakh
WREREADD ACCOUTS ot Bngaged

H 99%
Feduchon in Spooked Cals

ﬁﬁ:éﬂh Intelligence Sharing

Qualitative Transformation: Building Digital Trust

Beyond measurable outcomes, DoT's initiatives have
catalyzed qualitative improvements:

* Citizen Empowerment: Users now possess tools to
actively participate in their digital security, fostering a
culture of cyber vigilance.

* Preventive Action: The shift from reactive to proactive
defense has significantly reduced successful fraud
attempts,

* Stakcholder Collaboration: Unprecedented
cooperation berween telecom sector and financial sector,
government agencies, private sector entities, and citizens
has created a robust defense ecosystem.

* Frand Risk Prevention: Real-time risk assessment and
response capabilities have enhanced averall elecom cyber
security and is contributing significantly in rebuilding the
trustof citizensin the digital space.

_

Universal Applications

The innovative platforms and tools developed by DoT-
especially Al-driven systems like ASTR-demonstrate
remarikable versatility, with applications extending far beyond
telecommminications. Forinstance;

* Direct Benefit Transfer (DBT) Mission: ASTE. can
help prevenc identity-based frauds in social welfare
schemes by identifying fake or duplicate KYC profiles
linked to beneficiasies, ensuring subsidies and benefits
reach theintended individuals.

* Fale Document Identification: Fake Fol/PoA
dececcion like Driving license throupgh facial
deduplication.

* Banking & Financial Services: Tools like FRI and
ASTR are assisting banks, NBICs, and UPT service
providers in real-ime fraud risk classification, snabling
secure customer onboarding and transacticn monitoring,



* Law Enforcement & Internal Security: DIP enables
seamless data sharing across securiry agencies and can he

adopted by state and central law enforcement bodies for

tracking telecam-linked eriminal nerwarks.

* Second Hand Mobile Markerplace: Verification tools
can help second hand mobile markeeplace for checking
genuineness of mobile handsers which they are selling or
buying.

These tools offer 4 replicable framework that can be adopted
acrass sectots-both public and privace-for enhancing digical
trust, improving service delivery, and minimizing fraud risks.

Way Forward

Scaling Protection, Deepening Integration: Going
ahead, DoT aims to:

*  Ezpand Al and analytics capabilities to presmpt evolving
tactics and new modus operandi being used by fraudsters

for misusing telecom resources.,

* Enhanceintegration of FRI with all financial instirutions
and digital payment platforms.

* Drive awareness among citizens and retailers on

responsible telecom pracces.
= Foster international cooperation for tackling cross-border

telecom threats.

Conclusion:
A Model for Digital Security

VIGEYE VANI

technological innovation, but in creating 2 collaborative
environment where citizens, government, and private sector

work together to safeguard the digital commons.

In an era where digiral trust underpins economic growth and
social progress, DoT's initlatives demonstrate that with the
right combinarion of technology, policy, and citizen
engagernent, even the most sophisticated eyber threats canbe
effectively countered. The bartle against cyber frand
continues, but with these digital guardians standing warch,
India's digital future looks increasingly secure.

The Department of Telecommunications continues to evolye
its cyber fraud prevention strategies, with new tools and
partnerships being developed to stay ahead of emerging
threats. Citizens are encouraged o actively participate in this

digital defense by utilizing the Sanchar Saathi platform/app.

Prevention is Better Than Cure

While 2 widely known Vedic story specifieally for the adage
"preventon 5 better than cure” is not readily awailable, the
Mahabharara contains narratives illustrating this principle.
For example, when Dronacharya realizes Arjuna's potential
to disrupt the kingdom, he subtly trains Arjuna in a'l arts of
warfare, bur also straregically focuses on Yudhisthira's
development of diplomacy and sghteousness to seive ag a
check on the martdal power of others, preventing large-scale

conflict,

Dronacharya's Strategic Foresight

in the Mahabharata

DaT's comprehensive approach to combar cyber frand
PEQTESENLY MNOTE thar a suweeessful government initiative-ic
embodies 4 new paradigm fot digital security in che 215t
century. By combining citizen empowerment, stakeholder
collaboration, and cutting-edge technology, India has created

areplicable framework for protecting digital trust.

As other nations grapple with similar challenges, DoT's
integrated approach offers valuable lessons in building

resilient digital ecosystems. The success lies not just in

The story of Dronacharya and his students in the
Mahabharata showeases the prineiple of “prevention is better
than cure” through steategic foresight and preventative
action.

The Problem:

Dronacharya, the royal preceptor, observed the excranrdinary
martial prowess of Arjuna and recognized that his immenge
power could be a porential source of furure conflict or
instability for the kingdom if not properly balanced.
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Preventative Measare:

Instead of walting for a catastrophic event or a direct
challenge to arse, Dronacharya took proactve steps. He
continued to train Arjuna in weaponry, ensuring his skills

were unmarched.
Strategic Counterbalance:

Crucially, he also emphasized and nurtured the qualities of
Yudhisthira, the eldest Pandava, focusing on his wisdom,

diplomacy, righteousness, and commitment to dharma.
The Outcome:

Yudhisthira’s exemplary adherence to righteousness and his
diplomaric skills served as 1 powerful, non-violent

counterweight to Afjuna's martial mighe. This prevented the

kingdom from being plunged into chaos, as Yudhisthira's
influence could guide and restrain the use of Arjuna's

formidable powers.

Why This Illustrates The Principle

Dronacharya did not wair for a crisis to occur but acrively

worked to preventone,

By investing in Yudhisthira's character and diplomacy, he
ereated a system where the potential for deseructive conflice

was neatralized before it could manifest,

This focus on building a balanced and righteous
environment, rather than just Facusing on military might, iza
prine exanple of how prevention is often more effecdve than
trying to remedy a disaster afrerithas happened.

India’s Telecom Shields: Sanchar Saathi and
Financial Fraud Risk Indicator (FRI)
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Central Vigilance Commission

Satarkata BEhawan, A Block, GPO Complex
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